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Kurzfassung

Physikalische Kryptographie ist ein neues aufkommendes Gebiet der Kryptographie welches

entwickelt wurde um preisgünstige, einfache und zuverlässige Sicherheit Strukturen zur

Verfügung zu stellen. Im Gegensatz zur konventionellen Kryptographie, baut physikalische

Kryptographie nicht auf unbewiesenen mathematischen Annahmen auf, sondern hängt von

einzigartigen komplexen Strukturen physikalischer Systeme ab.

Einige Bauteile welche für die physikalische Kryptographie verwendet werden sind bekannt

als Physical Unclonable Functions (PUFs). Der Arbiter PUF war der erste elektrische PUF

welcher gefertigt wurde und er hat grosses Interesse hervorgerufen durch seine interessanten

Eigenschaften. Der Arbiter PUF nutzt die nicht kontrollierbaren Variationen in den Kapaz-

itäten, welche durch den Herstellungsprozess verursacht werden, um Laufzeit Unterschiede

zwischen zwei symmetrischen Leitungsbahnen hervor zu rufen. Als Konsequenz sind die

Laufzeit Unterschiede zwischen den Leitungsbahnen einzigartig für jeden einzelnen Arbiter

PUF.

In dieser Masterarbeit haben wir die grundsätzliche Idee von PUFs ausgearbeitet. Zusätzlich

haben wir den Schwerpunkt auf elektrische PUFs gelegt, speziell die sehr bekannten Arbiter

basierten PUFs. Wir zeigen dass maschinelles Lernen eine naheliegende Technik zur Krypto-

analyse für Arbiter basierte PUFs darstellt. Dann demonstrieren wir unsere Untersuchungen

an einem wichtigen Vertreter dem Arbiter basierten PUFs, bekannt als Feed-Forward Arbiter

PUF und XOR Arbiter PUF. Zudem stellen wir einige Ideen für neue komplexe Arbiter basierte

PUFs vor und zeigen hierzu durchgeführte Experimente und Analysen.



Abstract

Physical cryptography is a new emerging field of cryptography that has been developed

in order to provide a cheap, simple and reliable mean of security primitives. Unlike tradi-

tional cryptography, physical cryptography does not depend on unproven mathematical

assumptions, rather depends on the unique complex structure of physical systems.

Some of the devices used for physical cryptography are known as physical unclonable func-

tions (PUFs). The Arbiter PUF was the first electrical PUF to be constructed. It gained a

wide-spread acceptance due to its interesting behavior. The arbiter PUF employs the uncon-

trollable capacitance variation, which is introduced during the manufacturing process, to

provide runtime delay variation between two symmetric paths. Consequently, the generated

output, depending on the comparison of the runtime delay difference between the paths,

would be unique for each arbiter PUF.

In this thesis, we clearly elaborated the general idea of PUFs. In addition, we focused on

electrical PUFs, especially the well known arbiter based PUFs. We showed that machine

learning is the natural cryptanalysis technique for arbiter based PUFs. Afterwards, we

demonstrated our study on an important arbiter based PUF; namely, the Feed-forward arbiter

PUF. Moreover, we introduced ideas for novel complex arbiter based PUFs and evaluated

them through extensive experimentation.
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1. Introduction

Integrated Circuit (IC) security has become one of the most important requirements in today’s

technology. This returns to the fact that billions of dollars are lost every year due to breaking

the security of ICs [1]. Cryptography applications are employed to provide security for

devices. Secret key based cryptography primitive is the most employed cryptography appli-

cation in device authentication like in case of RFIDs. Typically, this cryptography technique

is based on storing a secret key in an on-chip nonvolatile memory. During verification, the

device uses the stored secret key in combination with the input to the device in order to

generate a unique output that allows the verifier to identify the specific device. However,

nowadays adversaries can break this security by exposing the stored key using either physical

attacks like invasive and side-channel attacks or software attacks like API-attacks and viruses

[2].

Cryptography scientists suggested a new cryptography field for IC identification which em-

ploys specific circuits that generate distinguishable responses as a result of the manufacturing

variation in ICs. This field, which is known as physical cryptography, would avoid the typical

storage of the key in memory, since it would employ the random uncontrolled variation in the

IC as the cryptographic key. In this study, we shall elaborate some physical cryptography de-

vices namely physical unclonable functions (PUFs). Typically, a PUF is a complex disordered

physical system that generates unique responses when it is stimulated with specific challenges

due to the reaction between the input challenge and the unique complex structure of the

system. The most important property for any PUF is the high unlikelihood of generating the

right response for any challenge without using the PUF.

We would elaborate the idea of PUFs and the machine learning attacks that was found to

be the natural possible attack for these specific PUFs. This thesis was organized as follows;

Chapter 2 provides the required background for this thesis. The idea of physical cryptography

and PUFs is elaborated. In addition, the main employed machine learning algorithms and

related work to this thesis are discussed. Chapter 3 discusses our thorough study of the

1



1. Introduction

Feed-forward arbiter PUF (FF-PUF). The suggested best schemes for FF-PUF in addition to

an important observed phenomenon are elaborated based on our conducted experiments. In

Chapter 4, some novel delay based PUFs proposed by our group are elaborated and explored.

In addition, the resilience of these novel PUFs is tested against attacks with machine learning

algorithms. Chapter 5 discusses a new electrical PUF developed by our group and a proposed

technological trick that might be employed to break its security. Finally, conclusions of the

thesis and proposed future work are stated in Chapter 6.
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2. Background

The science of cryptography has been developing since the time of ancients, as it always plays

a very critical role. In the past, Cryptography was mainly used during communication in

wars where messages were securely sent among the generals in a way that prevented the

enemy from understanding the content of the messages. Nowadays, cryptography has several

important applications due to the increase of the demand for securing private information.

An example for such applications is device authentication, as in case of keycard, RFIDs and

mobile phones [3]. Cryptography is also used for protecting intellectual properties like in

case of software licensing in embedded systems and securing personal and confidential data.

With the development of technology, cryptanalysis is also developing in a very fast manner

that threatens the security of devices which employ standard cryptography techniques. The

standard cryptography techniques depend mainly on secure digital information storage.

Nowadays, adversaries can breach this security by exposing the key using either physical

attacks like invasive and side-channel attacks or software attacks like API-attacks and viruses

[2]. Invasive attacks, for instance, can be employed to extract information from a nonvolatile

memory due to their existence in a digital form [4]. In order to provide a high level of

physical security, an expensive temper-sensing circuitry should be employed. This circuitry is

expensive to build, in addition it needs to be always powered on, which would consume a

considerable amount of power. Moreover, some devices like RFIDs are highly limited with

respect to the resources. This would make the establishment of even the simple cryptographic

systems very difficult for such devices [3].

3



2. Background

2.1. Physical Cryptography

A new field of cryptography called Physical Cryptography was introduced to overcome the

previously mentioned problems by providing a cheap, simple and reliable mean of security

primitives. The main idea was to let the secret be embedded within the complex structure of

the physical system [3]. For example, using the uncontrolled random variation and parasitic

introduced during fabrication, to generate unpredictable secure responses. Hence, this type

of cryptography would be cheap enough to be included even for devices with high resource

constrains. Another advantage of Physical Cryptography is that its protocols do not depend

on the usual, unproven number-theoretic assumptions (e.g. the factoring or discrete logarithm

problem). The devices that establish physical cryptography are known as physical unclonable

devices or physical unclonable functions (PUFs) [5]. For an ideal PUF, the following properties

exist:

• The output of the device, which is known as response, is generated due to physical

interaction between inputs, known as challenges, and the physical system within the

device

• The output is invariant to time or surrounding state, like temperature or electric vari-

ations. This would mean that the same challenge must generate the same response

regardless to these variations

• The PUF can be easily fabricated but on the other hand, it is impossible to be cloned

• Simulation or modeling of the physical interaction is very hard

• The system has a very large number of possible challenges that would prevent exhaus-

tive attacks in a reasonable time

In fact, satisfying all the previous conditions in a total complete way is a challenging

research goal as we shall elaborate when we discuss different types of the currently existing

PUFs. Note that, the most important property that we are keen on for any PUF is that

generating the right responses without using the PUF should be very unlikely. Hence, in

this study, we considered that any physical device can be employed as a PUF; if a specific

identification/authentication protocol can be executed using this device. This protocol is as

follows [2]; First a verifier, that may be a bank or other central system that would authenticate

the customer, would have the PUF. The verifier would generate many random challenge

4



2.1. Physical Cryptography

response pairs (CRPs) using the PUF and store them in his secure memory. After that,

we would assume that the PUF might be exposed to unsecure environment for a limited

time, hence Eva would be able to have a physical access to the PUF for a limited time. The

PUF would be received by the customer afterwards, and finally when the verifier asks the

customer for the responses of specific challenges -which are stored already in the verifier’s

memory- only the customer would always be able to reply with the correct responses.

One of the first proposed PUFs that gave a good elaboration for the idea of PUFs was

Transparent plastic token with 
randomly distributed particles

Light source at specific distance 
and with specific angle

A screen at specific distance to 
capture the interference pattern  

An Optical PUF

Figure 2.1.: The typical structure of the proposed idea of Optical PUFs. On directing light to

a transparent plastic token a unique interference pattern is generated due to the

unique distribution of the particles within the token.

an optical PUF. The idea of this PUF was to use a transparent plastic token that contains

randomly distributed particles of different refractive index [6]. On directing light to this

transparent plastic token a unique interference pattern would be generated that depends

on the angle of light, the distance from the light source and the unique distribution of

the particles within the token (see Figure 2.1). Since the distribution of the particles is

not controlled even by the manufacturer, such device would be unclonable. Although

this device showed a very high uniqueness and security against cryptanalysis, it has a

major drawback that restricts its usage. This drawback is in the set-up of the device that

generates the response. This is because the exact same angle and distance for the light

source should be used by both the verifier and the customer. Any small change in this

set-up would introduce a significant change in the output pattern. Researches that were

conducted for enhancing optical PUFs and performing integration to them are found in [7] [8].

5



2. Background

2.2. Arbiter-based PUFs

C1 C2 C3 Cn-1 Cn

Figure 2.2.: The typical architecture of the Standard arbiter PUF. The challenge bits Ci at each

stage determine the signals propagation either in parallel if ’0’ or paths are crossed

if ’1’. Due to process variations, each path got different delay. An arbiter is used

after the last stage to generate the response bit based on which path was faster.

Another important PUFs which were the core for this study are the arbiter-based PUFs. Arbiter-

based PUFs were first proposed in [9], they depend on the variation during the semiconductor

manufacturing process. The architecture of the standard arbiter PUF is demonstrated in

Figure 2.2. It is consisted of several stages of multiplexers (MUX). According to the inputted

challenge bit to each MUX, the signals would propagate either parallel or in cross paths within

the MUX. Ideally, the two signals should have the same delay through the paths. However,

due to variations in the manufacturing process, the delay of each path differs. Thus an arbiter

is used after the final stage to denote which path is faster. Whence, it generates ’1’ if the upper

path was faster and ’0’ otherwise.

In fact, the security of the standard arbiter PUF was easily broken due to its mere additive

delay model behavior [10] [11] [12]. Hence, other inherited arbiter-based PUFs were proposed

to increase the PUF complexity by adding nonlinearity to its behavior. One example of these

PUFs is the XOR PUF which uses an array of standard arbiter PUFs in parallel and XOR their

responses together (see Figure 2.3). The motive is to mask the response of each individual

PUF and enhance the overall complexity. Another example of the inherited arbiter-based

PUFs is the FF-arbiter PUF (see Figure 2.4). In FF-arbiter PUFs, arbiters are introduced to

compare the delay of the paths at earlier stages. After that, the outputs of these arbiters is

used to control the input challenge bits at later stages of the PUF.

Note that, the discussed arbiter-based PUFs are used to generate a single bit response which

6



2.3. Attacks against Arbiter-based PUFs

XOR

C1 C2 C3 Cn-1 Cn

Figure 2.3.: The typical architecture of equal challenge XOR arbiter PUF. The outputs of

several standard arbiter PUFs are XORed together to mask the output of each

single PUF and add nonlinearity to the PUF model.

is not suitable to be used as a key. Suh et al. proposed two different techniques for generating

a k-bits key using these PUFs [4]. The first is to employ k different PUFs, each responsible for

generating a single bit response. Nextly, feed just a single challenge to the K different PUFs to

obtain the k-bits key in a single evaluation. The second technique is to employ just one PUF

and use a challenge as a seed for a linear feedback shift register (LFSR). After that, perform k

evaluations to this single PUF using the k different challenges generated from the LFSR.

2.3. Attacks against Arbiter-based PUFs

The possible attacks according to [3] that can be applied and their validity to be used with

delay based PUFs are elaborated in this section. The first attack that might be employed on

PUFs is to make a duplicate for the PUF, in order to embed it into a counterfeit IC to generate

the exactly same response of the original PUF. However, this is not possible since the secret

behind generating the response, depends on the process variation which is out of the control

of the manufacturer himself. The second attack is just to make time accurate modeling for

the PUF. This can be established using invasive attacks to measure the exact delay of each

7



2. Background

C1 C2 Cn

Figure 2.4.: The typical architecture of Feed-Forward arbiter PUF. Signals at earlier stages

of the PUF are fed into an arbiter element, whose output is used to control later

stage of the PUF. Whence, Nonlinearity is introduced.

path. However, this would require unpackaging the IC which would change the capacitances,

whence the delay paths would vary. The third attack is by making exhaustive modeling by

storing all possible CRPs. However, this can not be realized as the number of CRPs increases

exponentially with the increase in the number of bits.

Consequently, it was found that the natural possible attack for arbiter-based PUFs is to employ

machine learning algorithms on just a subset of the CRPs. These machine learning algorithms

would help in building a model for the PUF that can be used to predict the response of the real

PUF. Note that for typical PUF applications, an adversary could obtain a significant number

of CRPs of the PUF. This can be realized either by eavesdropping on communication protocols

or by gaining physical access to the PUF for a specific time period [13].

2.4. Overview on different Machine Learning Algorithms

As we said in the previous section machine learning algorithms seem to be the natural

attack for arbiter-based PUFs. In this section, we elaborated the machine learning algorithms

8



2.4. Overview on different Machine Learning Algorithms

employed in this study. We gave an overview of two supervised learning algorithms namely;

support vector machine and logistic regression. Moreover, we gave an overview of Evolution

and Reinforcement learning (RL) algorithms namely; evolution strategies and Policy Gradients

with Parameter-based Exploration (PGPE).

2.4.1. Support Vector Machine

Support vector machine (SVM) is one of the most famous supervised learning algorithms. On

applying SVM, an arbitrary function approximation is used for modeling the PUF. Afterwards,

SVM is employed in order to fit this function to the input output behavior of the PUF

[5]. Hence, the main task for SVM is to reformulate the output behavior of the PUF as an

approximate linearly separable SVM problem. In fact, SVM has failed to learn most of the

PUFs. It was able to learn just the standard arbiter PUFs, 2-XOR PUFs and FF-PUFs with 1FF

loop. The reason for this failure is that SVM gives a good performance when the problem to

be solved is characterized by high causality where the output changes with sufficient change

in the inputs. However, usually in PUFs it is intended/desired to have a discrete output

where the probability of output change due to single bit change is 0.5. Whence, SVM is less

effective in these cases. Moreover, according to [12], in order to transform the PUF problem

-e.g. in case of XOR PUF- to linear separable problem an exponential number of CRPs would

be required which is not achievable in many cases.

2.4.2. Logistic Regression

Logistic regression (LR) is another important and famous supervised learning algorithm. It

showed very high success with PUFs especially the XOR arbiter PUFs where other algorithms

were less efficient [2] [12]. When it is applied to PUFs, a parametric model of the PUF is initially

defined. After that, LR is used to tune this parametric model employing an optimization

algorithm like the standard gradient descent or Resilient Propagation(RPROP1) [14] which

showed the best results over other optimization algorithms according to [12]. One of the most

important advantages of LR over SVM is that the problem for modeling output behavior does

1RPROP: it is an adaptive learning algorithm introduced by [14]. The algorithm manipulates its behavior based

on the local topology of the error function.

9



2. Background

not need to be linearly separable. Hence, no transformation for the PUF problem -e.g. in

case of XOR PUF- to a linearly separable problem is required. Consequently, LR does not

require exponential number of CRPs. This makes it feasible for application on XOR-PUFs.

One drawback which hinders the use of LR in some PUF problems is that LR can be applied

just if the problem is differentiable. Actually, there are some PUFs, like in case of FF-arbiter

PUFs with more than one loop, where it is extremely difficult to provide a differential model

for them.

2.4.3. Evolution Strategy

Evolution strategy (ES) is an effective algorithm that can be applied for high dimensional,

complex problems that have nonlinear or even non differentiable evaluation functions. ES

is inspired from the natural evolution principle that aims at increasing the environmental

adaption of an individual through increasing his fitness [15].

ES is a population based approach depends on stochastic iterations [15]. Unlike the previously

mentioned algorithms (LR/SVM), ES neither requires approximate linear separable nor a

differentiable model which are difficult to be obtained in many cases. Hence, it requires

nothing except a target function for the optimization problem in order to guide the algorithm

in the search for the solution. The value of the target function of specific solution is what is

known as the fitness of the solution/individual.

Detailed information about ES can be found in [15] [16] [17]. We would just elaborate how this

algorithm was applied to our PUFs. First a solution representation of the PUF -to be learned-

was defined. This is just a set of continuous valued normal randomly distributed parameters

that encodes the delay parameters within each MUX stage. Furthermore, the target function

that evaluates the fitness of the solution was determined as the average number of correctly

estimated responses. Finally, the algorithm iterates with the following fixed steps:

• Evaluation of every individual in the generation. In order to speed up the algorithm, we

used what is known as lazy evaluation where we choose a random subset of the CRPs

for evaluating the fitness of the individuals

• Selection of the best individuals according to their fitness in order to be the parents of

the next generation. Note that, we used (µ = 6, λ = 36) as a generation strategy (µ is

number of selected parents, λ the number of individuals per generation) where parents

themselves do not exist in the next generation

10



2.4. Overview on different Machine Learning Algorithms

• Mutation of the parents to obtain the new offspring. Actually, this is the most important

step in the ES because fitness enhancement greatly depends on the result of this step.

This mutation was done by altering the parents’ parameters. Both global and local

mutation were tried however the global mutation was used most of the cases as it is

faster and sufficient for most of the problems. A global mutation operator τ = 1/
√

n

was used, where n is the number of parameters

• Crossover/Recombination of parameters of multiple parents to obtain new offspring.

We used what is called one-point crossover where we split and exchange the parameters

of two parents at randomly chosen parameter index N. Note that, a sub-step known as

partner selection is used in this case where a random parent is chosen as a partner for

the recombination

Finally, we chose a specific number of iterations as our termination criteria.

2.4.4. Policy Gradients with Parameter-based Exploration

PGPE is a recent Policy Gradient method which is a type of reinforcement learning techniques.

PGPE possesses the same powerful advantages of ES where it requires nothing except a

target function for the optimization problem in order to guide the algorithm in the search

for a solution. Hence, we used the exact same target function and solution representation

used in ES. Moreover, PGPE outperforms ES due to its fewer number of evaluations which

allows less convergence time. The detailed theory behind PGPE and its application to arbiter-

based PUFs can be found in [18] [13]. We shall just summarize the learning methodology

to elaborate how we used PGPE for learning the arbiter-based PUFs. As we stated earlier,

we first defined a target function that elaborates how correct the learning parameters (delay

values) were estimated by the algorithm. This was done by selecting random CRPs, and

evaluating the challenges with the estimated parameters and then evaluating the percentages

of error considering the real responses. The steps of the algorithm itself can be summarized

as follows; first normal distributed values for the delay parameters are defined. Then, two

samples are selected per iteration by performing symmetric mutation around the baseline

parameters’ value. In fact, using just two samples per iteration allowed fewer evaluations

compared to ES. Moreover according to [18], having symmetric sampling avoid the problem

of having misleading variances. Finally, the baseline parameters’ value and global/local

mutation values are updated in a specific manner within each iteration according to the fitness

11



2. Background

values of the selected samples. In fact, PGPE was the most widely used algorithm in this

study as will be shown in the next chapters. This is because its ease of use compared to SVM

or LR, since it just requires a mere model of the PUF which is very critical specially for the

newly proposed PUFs by our group (see Chapter 4). Moreover, PGPE had a speed advantage

compared to ES. Consequently, PGPE was used as our evaluation reference for the complexity

of most of the PUFs.

2.5. Related work

In fact, this thesis was a continuation for other theses in the physical cryptography group at

TUM. In Sölter’s theis [12], various supervised learning methods were applied in order to

crack PUFs. The most effective algorithm that had the best results was LR which was able to

crack up to 6 XOR PUFs. Also LR was used in combination with the Estimation Maximization

(EM) algorithm to learn FF-PUFs with just one FF loop. Most of the results of Sölter’s thesis

were published in [2].

Sehnke et al. investigated the ability of successfully employing PGPE in learning arbiter-based

PUFs [13]. In this work, we expanded this work by making a wider investigation for the

ability of successfully employing PGPE in learning all the available arbiter-based PUFs at that

time.

Majzoobi et al. at studied arbiter-based PUFs and defined some criteria that test of the

PUFs [10]. These test criteria are as follows:

• Predictability test which is used to evaluate the complexity of correct prediction of

PUF’s response for each challenge

• Collision test which is used to evaluate the percentage of equal responses of two

different PUFs stimulated with the same challenges

• Sensitivity test which is used to define the stability of the PUF with respect to manufac-

turing variability in case of imperfect PUF components

• Reverse engineering test which is used to test the complexity of modeling the PUF

parameters, where machine learning is applied for this test

On applying these tests to arbiter-based PUFs in this thesis, we used our own machine learning

algorithms for the reverse engineering test, including LR and ES/PGPE. Moreover, we did not
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apply the sensitivity test since it requires measurement of the physically implemented PUF.

However, according the criteria used for this test in [10], we could conclude that stability of

all arbiter-based PUFs can be generally expected to be reduced proportionally with increasing

the number of arbiters within the PUF.
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3. FF-Arbiter PUFs

Previous work in our group [2] showed that supervised learning is not the best strategy for

learning FF-arbiter PUFs. The algorithms that showed best results were the Evolution Strategy

(ES) and Policy Gradients with Parameter-based Exploration (PGPE). The reason behind that

is that evolution/RL methods like ES and PGPE require nothing except a target function that

can just evaluate how correct the estimated parameters model the PUF. On the other hand,

supervised learning requires at least a differential model for the PUF parameters which is

extremely difficult to be driven for a PUF with more than one FF loop.

Although ES and PGPE were able to learn the FF-arbiter PUF, they were computationally very

intensive. The evaluation of each output response requires iterative calculations through all

stages because some challenge bits depend on calculating the delay paths at previous stages,

which is actually the main intention of the FF-arbiter PUF. To mitigate this speed problem,

it was decided to implement the code in a lower level language like C where iterations

would not take such a huge time compared to PYTHON, in which the code was originally

implemented. Actually, the enhancement was much more significant than expected. The

speed became more than 100 times faster than the original speed of the PYTHON code. This

allowed us to conduct a lot of experiments without the need for using the cluster computer.

Table 3.1 and 3.2 showed a comparison for learning time of 100 generations1(iterations2)

employing the C and the PYTHON codes with ES and PGPE algorithms respectively. The

comparison was done for different number of stages 32-256 bits with 8FF loops.

1Note that each generation in ES requires 36 evaluations -due to the 36 offspring-.
2Note that each iteration in PGPE requires just 2 evaluations -due to the 2 symmetric samples-.
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3. FF-Arbiter PUFs

code 32 bits 64 bits 128 bits 256 bits

PYTHON 4267 6620 13827.5 27758.2

C 15.33 28.11 49.95 98.18

Table 3.1.: Learning time in seconds comparison between PYTHON and C codes for 100

generations in ES. As can be noted the C code had a huge speed enhancement.

code 32 bits 64 bits 128 bits 256 bits

PYTHON 239.6 372.7 613.4 1120.5

C 1.16 2.14 4.21 8.33

Table 3.2.: Learning time in seconds comparison between PYTHON and C codes for 100

iterations in PGPE. As can be noted the C code had a huge speed enhancement.

3.1. Experiments

In this section, we demonstrate the experiments conducted on 64 bits FF-arbiter PUFs with

up to 3 loops, then we show a generic scheme for a larger number of loops. Additionally, we

show other experiments that were conducted on FF-PUFs with other than 64 bits. Actually

many experiments were conducted to determine the complex schemes and estimate their

loops’ positions and ranges. The complexities were tested by applying 4 learning trials in

each experiment and then observe the success rate and error ratio to get a quick impression.

Afterwards, those schemes that were suspected to be complex were chosen to apply fifteen

learning trials for three different instances of each scheme. Finally, the results of the best

schemes were demonstrated with their success rates.

Note that, all experiments were conducted using PGPE as it is faster by about 3-4 times than

ES and has better results in almost all cases based on the results from [13] and our new

experiments as well. Furthermore, we generally implemented global exploration during the

application of the PGPE, except for some special experiments.
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b65b64b63b62b56b55b2b1 b26b25

Loop‘s start positions Loop‘s end positions

Figure 3.1.: The best positions for a PUF with one FF loop. These positions for loop start and

end points were determined based on thorough experiments. This architecture

generates a local minimum there the learning algorithm gets stuck. The reasoning

behind that is illustrated later.

b65b63b26b25b2b1
b65b63b36b35b2b1

b65b63b56b45b2b1 b65b63b56b55b2b1

b65b63b62b61b2b1

Example 1 Example 2

Example 3 Example 4

Example 5

Figure 3.2.: The employed examples for PUFs with 1FF loop

3.1.1. FF-PUFs with one loop

Although it might be thought that PUFs with one FF loop can be easily learned for any

positions of the loop, the results were opposite to that. Actually, after thorough experiments
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Figure 3.3.: The average error ratios of 45 trials on the examples of PUFs with 1FF loop

on different positions with different ranges between the start and the end of the loop, it was

found that there are ranges for both the start and end of the loop where the complexity of

learning is high. The best positions for one loop are shown in Figure 3.1. Since we cannot

demonstrate experiments of all cases, we picked just five ranges of start positions and only

one loop end position (see Figure 3.2). This is because the positions of the loop end points

have almost the same behavior. The results of the learning trials are shown in Figure 3.3 and

their success rates 3 are in Table 3.3.

In order to gain more accurate information about the success rates of the examples with

Scheme Example 1 Example 2 Example 3 Example 4 Example 5

Success rate 0.4783 0.1111 <0.02 <0.02 <0.02

Table 3.3.: The success rates for the examples of PUFs with 1FF loop

success rates <0.02 (Example 3-5), we decided to conduct more thorough trials and check the

average success rate for these trials. We selected Example 3 since it has a high error ratio

beside its low success rate, then we applied a total of 3000 learning trials on it. We employed

both local and global exploration in the trials. The final results showed a success rate of 0.0084.

3The trial is considered to be succeeded if the error ratio is less than 0.05
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Figure 3.4.: The results for the error ratios of 3000 learning trials with standard deviation and

minimum value reached on Example 3 using global/local exploration

Figure 3.4 shows the average and minimum reached error ratio for the 3000 trials.

One can observe that the success rate is reduced with reducing the number of stages after the

start of the loop. The average error ratio is also reduced with reducing the number of stages

within the loop. The reason behind this behavior, for both the success rate and the error ratio,

is that there is an approximate cancelation for the delay values of the stages before the loop.

As elaborated in the Figure 3.5, we assumed that the value of the added delay due to the stages

within the loop is negligible with respect to the total delay paths before the loop. Actually,

this assumption had high degree of correctness, when the number of stages within the loop is

small with respect to those before the start of the loop. The phenomenon that would appear

based on this assumption is that regardless to which path before the start of the loop was

faster, the output would just depend on the input of the stages after the start of the loop.

Furthermore, it was found that the output would be exactly the XNOR of all the bits after the

start of the loop regardless also to the actual delay values of the corresponding stages, if we

assumed also few stages after the loop.

As a result of the greedy search behavior of PGPE/ES algorithms, these algorithms would fix

small values for the delays of the stages after the start of the loop since this would enhance the

error ratio during the early iterations. Nevertheless, this would later result in an error value

which returns to the fact that it was assumed that the stages after the start of the loop have

negligible contribution on the total delay of the paths. This elaborates why the error value is
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Case 1 the upper delay path
before the loop was greater 
than the lower one.

Case 2 the upper delay path
before the loop was less than 
the lower one.

• The output is the same regardless to 
the value of delay paths before the loop. 
• The output is the  XNOR of the stages  
after the start of the loop assuming that 
they have negligible delay contribution. 

Figure 3.5.: An elaboration for the cancelation phenomenon that leads to the observed error

ratios and success rates.

very high when the number of stages after the start of the loop is large (since neglecting their

delay would become a very bad guess). On the other hand, the success rate increases with

increasing the number of stages after the start of the loop because the algorithm can sometimes

overcome this guess as it becomes really ineffective in finding an acceptable minimum for the

algorithm.

In order to verify our guess about this greedy search behavior, we decided to calculate the

ratio between the root mean square values for delays of the stages before the loop and delays

of the stages after the start of the loop. The ratio was found to be more than 2.5, although

the correct delay values ratio should be around 1.0 . This actually supports our guess that

PGPE/ES tends to assign negligible delay values for the stages after the start of the loop

compared to the total delay of the paths.

Actually, the trueness of cancelation phenomenon and the effective error that would be

generated during learning depends mainly on the position of the loop and the number of

stages within and after the loop. To clarify, as the number of stages within the loop become
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3.1. Experiments

negligible with respect to those before the loop, the trueness of the cancelation phenomenon

increases and the percentage of error is reduced. Furthermore, there is a small probability

of finding the exact values of delays before the loop. On the other hand, if the number of

stages within the loop were comparable to those before the loop, the trueness of cancelation

phenomenon decreases and the error during learning increases. Moreover, the probability of

finding the correct values of delays before the loop would become higher.

The number of stages after the loop is also effective. With a large number of stages after the

loop, the FF-PUF problem would be converted to a simple arbiter PUF problem where the

effective stages are just those stages after the loop and the learning error would be small. The

opposite is true if the number of stages after the loop is negligible. This illustration would

agree with our experimental findings for the complex to learn structures that we discussed

earlier.

One important note, which should be highlighted away from the machine learning of these

schemes, is that PUFs with such schemes would have high collision rate. The collision rate is

defined as the percentage of similar responses that two different PUFs generate for the same

inputted challenges. This agrees with the practical results done for measuring the collision

rates for such schemes in [10]. Consequently, this result also ensures our analysis for the

cancelation phenomenon from which one can conclude that regardless to the delay parameters

of the PUF a considerable ratio of the responses would be just the XNOR of all challenge bits

after the start of the loop.

3.1.2. FF-PUFs with two loops

For PUFs with two FF loops, there are three main overlapping schemes; either the two loops

are partially overlapping, or one loop is inside the other or they are non-overlapping with

each other. Each scheme has a lot of possible positions and ranges for the two loops, thus

we decided to test just some of these possibilities for each scheme. After examining these

possibilities for each scheme, we selected those examples that we suspected to be complex

to apply the complete learning trials. Figure 3.6 shows the selected examples. The obtained

results on conducting the learning trials on each of these schemes, are shown in Figure 3.7

and their success rates are in Table 3.4.
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Figure 3.6.: The employed examples for PUFs with 2FF loops
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Figure 3.7.: The average error ratios of 45 trials on the examples of PUFs with 2FF loops
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Scheme Example 1 Example 2 Example 3 Example 4 Example 5

Success rate 0.6667 <0.02 0.0889 <0.02 0.6889

Table 3.4.: The success rates for the examples of PUFs with 2FF loops

3.1.3. FF-PUFs with three loops

For PUFs with three FF loops, there are about nine main overlapping schemes. As it would be

very difficult to try several instances of each possible overlapping scheme, we first tried an

instance of each scheme. After that, we chose the complex ones to do several instances for

them and choose the suspected complex ones as usual to conduct our 45 trials experiments.

The schemes that were selected from the suspected ones are shown in Figure 3.9. The obtained

results on conducting the learning trials on each of these schemes, are shown in Figure 3.8

and their success rates are in Table 3.5.
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Figure 3.8.: The average error ratios of 45 trials on the examples of PUFs with 3FF loops
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b33
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Figure 3.9.: The employed examples for PUFs with 3FF loops

Scheme Example 1 Example 2 Example 3 Example 4 Example 5 Example 6

Success rate <0.02 0.0222 <0.02 <0.02 <0.02 <0.02

Table 3.5.: The success rates for the examples of PUFs with 3FF loops
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3.1.4. FF-PUFs with more than three loops

Actually, there are several possible schemes and it would be very difficult to examine all

these schemes then select some to explore in depth. Whence, we decided to propose and

test some schemes based on the complex schemes from the previous subsections for 1-3 FF

loops. After that, we generalized the most promising schemes for many loops like 8 or 10 FF

loops. After several trials and different experiments on the best schemes from 1-3 FF loops,

we found that example 5 from the schemes of 3 FF loops had a very good complexity and

can be generalized to FF-PUFs with more number of loops. We generalized the scheme to

FF-PUFs with 8 and 10 FF loops and the results were quiet good to recommend this scheme to

be our proposed generalized complex scheme. The structure of the scheme with 8 FF loops is

shown in Figure 3.10. This scheme can be described as small separated loops inserted inside

large overlapping loops. Note that, it is essential for the last large loop to be in the positions

that were proposed for PUFs with one FF loop.

The success rates for these schemes in addition to the original scheme with 3 loops were

found to be extremely promising. We conducted 500 learning trials for each of them and the

success trials were zero for both 3 and 10 FF loops and just very few succeeded trials for the

scheme with 8 FF loops. The learning results for the 3, 8 and 10 FF loops schemes are shown

in Figure 3.11. Actually, the learning for 8 FF loops may return to exact positioning of the

loop which was difficult for us to trace it very accurately as in previous cases of 1-3 FF loops.

However, what we can assure is that the exact positioning of the last loops had the highest

impact on the complexity of learning.

Figure 3.10.: The generalized scheme using an example of a PUF with 8 FF loops. The scheme

consists of separate small loops within large overlapping loops, noting that the

positions of last loops had the highest impact on the complexity.

25



3. FF-Arbiter PUFs

0 0.5 1 1.5 2 2.5 3 3.5 4

x 10
4

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

0.5

Evaluations

P
r
e

d
ic

ti
o

n
 e

r
r
o

r

 

 

3FF

8FF

10FF

Figure 3.11.: Error ratio of the 500 runs on 64 bits with the suggested generalized scheme for

3, 8 and 10 FF loops

3.1.5. FF-PUFs with other than 64 bits challenge

In addition to 64 bits PUFs, 16 and 32 bits PUFs were also investigated. For both the 16 and

32 bits PUFs, none of the schemes showed a resistance to the learning even for the scaled

complex schemes of the 64 bits PUF. Moreover, the cancelation phenomenon also did not resist

the learning for these PUFs. This obviously returns to the few number of stages employed in

these PUFs.

Moreover, experiments were conducted on 128 bits PUFs. We conducted the experiments on

the conventional suboptimal schemes with overlapping loops which are stated in [2] [13].

This time we conducted the experiments with both ES and PGPE for comparison. However,

the same results as in case of 64 bits were obtained (see Figure 3.12 and Figure 3.13). In order

to check the complexity of the difficult schemes found with 64 bits, we scaled them to 128 bits.

The results were also the same, note that we just tested one example from the difficult schemes

of PUFs with 1-3 FF loops (see Figure 3.14). In addition, we tested the complexity of 128

bits with 8 and 10 FF loops using the same generalized scheme from 64 bits (see Figure 3.15).

The success rates for all the tested complex schemes were zero for the 45 trials, similar to the

results of the 64 bits PUFs.
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Figure 3.12.: Error ratio of best run on 128 bits with overlapping loops using ES. As can be

noted ES was able to learn the scaled 128 bit PUF for overlapping FF loops.
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Figure 3.13.: Error ratio of best run on 128 bits with overlapping loops using PGPE. As can be

noted PGPE was able to learn the scaled 128 bit PUF for overlapping FF loops.

3.2. Important Selection Criteria

Prior to the selection of a specific FF-arbiter PUF to be employed in securing devices, some

criteria should be satisfied to ensure proper functionality. These criteria are the complexity of

learning and the stability of the PUF.

27



3. FF-Arbiter PUFs

0 1 2 3 4 5 6 7 8

x 10
4

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

0.5

Evaluations

P
r
e

d
ic

ti
o

n
 e

r
r
o

r

 

 

1FF

2FF

3FF

Figure 3.14.: Error ratio for 128 bits with 1, 2 and 3 loops of complex scheme using PGPE.

As can be noted PGPE failed to learn the scaled 128 bit PUF for the complex

schemes with 1-3 loops.
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Figure 3.15.: Error ratio for 128 bits with 8 and 10 loops of complex scheme using PGPE. As

can be noted PGPE failed to learn the scaled 128 bit PUF for the complex schemes

with 8,10 loops.

In the previous section, we demonstrated the schemes of the PUFs that provided the highest

resilience to learning during our experiments on FF-PUFs with up to three loops and the

generalization for more than three loops. The complexity can be observed from the success
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D

Clk

Arbiter D Flip-flop

Figure 3.16.: Implementation of arbiter using D flip-flop. Since we have a rising edge signal

propagating in the two paths of the PUF, if the lower path "clock" is faster, the

"data" still ’0’ so the output ’ll be ’0’ and the opposite is true.

rate of the specific scheme and the error ratio of the best learning trial.

The stability of the PUF is another very important criterion for selecting any PUF. This is

because the PUF is supposed to always generate the same response for any specific challenge.

For the FF-arbiter PUFs, the stability was found to be an important issue that may restrict

the usage of the FF-PUFs in general. Considering the real fabricated PUFs, it was found that

the stability is reduced with the increase of the number of FF-arbiter loops in the PUF; for

instance a PUF with 7 FF loops has a stability of 90% according to the measurements done for

the physically implemented PUFs [9].

Another important stability factor observed was the position of the loop’s start, where the

decision of comparing the delay paths of previous stages needs to be taken. The basis for that

is that the arbiter, which is responsible for taking the decision, is simply a D flip-flop (see

Figure 3.16). For a stable output of the D flip-flop, the data and clock signals for the D flip-flop,

which are the two delay signals for the arbiter, have to satisfy the conditions of set-up and

hold time of the D flip-flop. Hence, it was found that the far the position of the loop’s start

in the delay path the more stable the PUF is expected to operate, since the delay differences

most probably become more significant.

To conclude, the selection criteria for FF-arbiter PUFs are the complexity of learning and the

stability of the PUFs. The complexity can be derived from the success rate of learning the

PUF and the error ratio of the best succeeded learning trial. The stability of the FF-PUFs

is affected by two factors; the number of FF loops (as it increases, the stability is reduced)

and the position of loop’s start (as it becomes far from the first stages and the delay paths

difference increases and the stability is assured).
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In this chapter, we elaborate various arbiter-based PUFs, which were devised by our research

group. These PUFs are the Domino PUFs, the Cross PUFs and the Input-Flip PUFs. A brief

-yet important- description for each of these newly-proposed PUFs is presented, along with

their behavior analysis in a nut-shell. Moreover, the results obtained through the application

of PGPE in addition to other distinct testing criteria which were employed to analyze the

complexity of these PUFs are discussed. It is particularly important to denote that, the

experiments were conducted on 64-bit PUFs, unless otherwise is explicitly mentioned.

4.1. Domino PUF

4.1.1. Concept and Architecture of the Domino PUF

The Domino PUF is a newly-proposed arbiter-based PUF that was proposed by our group by

U. Rührmair in [19]. The architecture of this PUF incorporates an array of standard arbiter

PUFs, and it is presented in Figure 4.1. The concept behind the Domino PUF is that the

response of each standard arbiter PUF is fed to a specific challenge bit of the following PUF.

The other challenge bits would then be applied in the same manner as in Equal challenge or

Lightweight XOR PUFs. The target of this PUF is to conceal the information about a challenge

bit of each PUF by letting it be controlled from another PUF whose output is unknown.

Consequently, a Domino PUF, with more than three standard arbiter PUFs employed, is

expected to provide immunity against learning through Evolution/RL methods due to its

close resemblance to XOR PUFs. In addition, its inherited property from FF-PUFs is supposed

to provide resistance to supervised learning methods like LR, however this needs to be

thoroughly investigated.
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Figure 4.1.: The architecture of the proposed Domino PUF. It consists of an array of standard

arbiter PUFs. The response of each arbiter PUF is fed to a specific challenge bit

of the following PUF. Other bits are supplied in the same manner as in Equal

challenge or Lightweight XOR PUFs .

4.1.2. Experiments and Discussion

Figures 4.2 to 4.4 demonstrate the results for the best learning trial out of 40 trials on the

Domino PUF with different intersection bits. The intersection bit is defined as, the bit which

is provided with the previous PUF’s response. Note that, equal challenge bits were assumed

for all PUFs except for the intersection bit. The implemented learning algorithm is PGPE

since the problem cannot be directly represented by the LR algorithm.

As observed, the Domino PUF with intersection bit at the last stage has the highest

complexity among the others. This is due to the fact that, the effect of the hidden bit

(intersection bit) on the PUF response is reduced when it is in the early stages of the PUF.

As a result, the algorithm is able to converge to a minimum in a quick fashion by adjusting

approximately correct delay values of the last PUF which is responsible for generating the

global response.

In fact, there are some remarks concerning the Domino PUFs utilizing the intersection bit

at the last stage. This PUF is expected to function in a fashion that is similar to the XOR

PUFs. Generally, a large number of stages is usually employed in the PUFs(>64), therefore the

delay value introduced by the last stage after inverting the delay paths would most likely

be negligible compared to the sum of delays in each path. Hence, altering this bit would
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Figure 4.2.: Results for the best learning trial out of 40 trials using PGPE on a Domino PUF

with intersection bit 40
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Figure 4.3.: Results for the best learning trial out of 40 trials using PGPE on a Domino PUF

with intersection bit 50

switch the output, exactly as the effect of a virtual XOR gate. Moreover, The domino PUF still

maintains the same performance like the XOR PUFs in the case where the intersection bits are

not exactly at the last stage -but close to the last stage-. However, in this case, the bits after the

intersection bit would contribute in the input to the virtual XOR. Figure 4.5 shows the results

of conducting the same experiments on a standard Equal challenge XOR PUF. Accordingly,
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Figure 4.4.: Results for the best learning trial out of 40 trials using PGPE on a Domino PUF

with intersection bit 64
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Figure 4.5.: Results for the best learning trial out of 40 trials using PGPE on an XOR PUF

the Domino PUF suffers from a major drawback; it can be reformulated to be learnt using

the LR algorithm on standard XOR PUFs and as a result no complexity enhancement is

introduced over the complexity of standard XOR PUFs. We verified this hypothesis by

modifying the LR code on standard XOR PUFs to learn Domino PUFs with intersection bit at

the last stage. The learning results were almost the same as for standard XOR PUFs, where we

were able to reach error ratios less than 2% for a Domino PUF with 4 and 5 PUFs. Hence, the
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Domino PUF could very likely be prone to attacks with LR for all intersection bits, however

further investigations are still required. Currently, the optimality of the intersection bits for

the PUFs within the Domino PUF in terms of providing the maximum complexity, different

from the XOR PUFs, is being studied. Hence, we are aiming at finding intersection bits that

are not constant among all the PUFs in the Domino PUF. These intersection bits might be

located far from the last stages that would prevent transforming the Domino PUF to an XOR

PUF problem and provide a higher complexity and immunity against learning.

Another remark concerning the Domino PUFs is that they require a duration of N evaluation

periods for evaluating a Domino with N PUFs, as each PUF needs to wait for the response of

the preceding PUF. Consequently, some latency would be introduced to the system.

4.2. Cross PUF

4.2.1. Concept and Architecture of the Cross PUF

Another important PUF that was proposed by our group is the Cross PUF1 which consists

of FF PUFs that are XORed together as shown in Figure 4.6. The main advantage of this

novel PUF is that it combines the complexities of both FF-arbiter PUFs and XOR arbiter

PUFs. Hence, supervised learning algorithms cannot be applied for learning if more than one

FF-arbiter is employed. Also, RL and Evolution Strategies would fail due to high complexity

if more than 3 XORed PUFs are employed.

The stability of Cross PUFs still needs to be investigated in practical implementations. This is

derived from the fact that, the stability of the FF-PUF alone is degraded with increasing the

number of FF loops [9]. In addition, the stability of the output of an XOR PUF is a statistical

function of the stabilities of the outputs of all inputted standard arbiter PUFs to the XOR gate.

1Cross PUFs were independently suggested by several people to us, including S. Devadas, F, Sehnke, and U.

Rührmair.
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XOR

Figure 4.6.: The architecture of the proposed Cross PUF. It consists of an array of FF PUFs

that are XORed together in order to combine the complexity of both PUFs.

4.2.2. Experiments and Discussion

To avoid the previously-mentioned stability problem, our experiments were conducted on

Cross PUFs with a fewer number of FF loops in each PUF. Firstly, two experiments were

conducted on Cross PUFs with one FF loop in each PUF. The first experiment was for an

arbitrary position of the FF loop, which was chosen to start at the 11th stage and end at the 21st

stage. The results are shown in Figure 4.7.The second experiment is for one of the complex

schemes of the FF PUF with one loop according to the experiments that we conducted in

chapter 3. The results are shown in Figure 4.8. As observed from the results, Cross PUFs

with the arbitrary FF loop performed very similar to standard XOR PUFs without FF loops.

However, Cross PUFs with the assigned FF loop’s position -from the proposed complex

schemes- exhibited a relatively very high complexity.

Two experiments were conducted on Cross PUFs having a higher number of FF loops in

each PUF in order to get a deeper insight on the complexity obtained through increasing the

number of FF loops, although the stability of such architectures requires further investigations.
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Figure 4.7.: Results for the best learning trial out of 40 trials using PGPE on Cross PUF with a

single FF-loop at (11,21). PGPE was able to learn the Cross PUF in a fashion that

is similar to the standard XOR PUFs’, for the case of random FF loop position.
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Figure 4.8.: Results for the best learning trial out of 40 trials using PGPE on Cross PUF with a

single FF-loop at (45,64). For the proposed FF loop position, PGPE failed to learn

the Cross PUF.

One of the experiments was conducted on Cross PUFs with four overlapping loops in random

positions and the results are shown in Figure 4.9. The second experiment was conducted on

Cross PUFs with three FF loops selected from the complex schemes of Chapter 3. The results
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Figure 4.9.: Results for the best learning trial out of 40 trials using PGPE on Cross PUF with 4

overlapping suboptimum FF-loops. PGPE was able to learn just the Cross PUF

with 2 XOR PUF of the 4 FF PUF scheme. For the 3 XOR PUF, PGPE has failed but

we already have 12 arbiter elements in this case. Hence, the stability also needs to

be checked.

for this experiment are shown in Figure 4.10.

To ensure the complexity of the Cross PUF with 3 XORed PUFs with a single FF loop which

was studied and its results are presented in Figure 4.8, we conducted 3000 trials on this PUF.

On running these trials, it was found that the success rate was zero and the results was the

same like the previous one (see Figure 4.11). Hence, this ensures that using the XOR would

have a great influence in reducing the success rate so that it approximates the product of the

individual success rates.

4.2.3. Variants

A PUF variant that was suggested2 based on both ideas of Cross PUFs and Domino PUFs

is shown in Figure 4.12. In this PUF, a bit belonging to each PUF is controlled by the delay

path difference at some stages of the neighboring PUF (like a FF loop to other PUF). The

final arbiter outputs of the PUFs are XORed together to increase the complexity of this PUF.

2This PUF variant was suggested independently by F. Sehnke and A. Mahmoud
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Figure 4.10.: Results for the best learning trial out of 40 trials using PGPE on Cross PUF with 3

FF-loop chosen from the proposed complex schemes. For the proposed FF loops

position, PGPE has failed to learn the Cross PUF.
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Figure 4.11.: The results for 3000 using PGPE on Cross PUF with one FF-loop at (45,64). As

can be noted, even for 3000 trials, PGPE failed to learn the PUF.

One advantage of this scheme over the Domino PUF is that it requires just one evaluation

cycle. However, similar to Cross PUF, the stability of this device needs to be investigated

while searching for optimum number of FF loops and their optimum positions. We did not

investigate the "learnability" of this device for different schemes in this work.
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XOR

Figure 4.12.: The architecture of the proposed PUF variant of both the Cross and the Domino

PUFs. Similar to the Cross PUF, an array of PUFs is XORed together; however as

in the Domino PUF, a bit from each PUF is controlled from delay paths of the

neighboring PUF.

4.3. Input-Flip PUF

In this section, we present a novel arbiter based PUF, namely the Input-Flip PUF. Later, we

reveal the reasoning behind this name. In fact, the Input-Flip PUF was inspired from the

objectives of the Controlled and Lightweight PUFs that were proposed in [20] and [21].

Hence, we first highlight the objectives and implementations discussed in [20] and [21] for the

Controlled and Lightweight PUFs. Followingly, our recently-proposed PUF is presented and

its complexity enhancement and immunity against machine learning algorithms are discussed.
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4.3.1. Highlights on XOR PUF Designs

The initial basic idea of XOR PUFs was to use parallel standard arbiter PUFs then XOR their

responses together to hide the response of each PUF. However, an adversary with full control

on the inputted challenges would fix the challenges of all except one PUF and learn them one

by one as in the case of standard arbiter PUFs. Hence, the idea of restricted input PUFs3 was

introduced to prevent such a full-control on the challenges by the adversary.

The easiest implementation of a restricted input XOR PUF is by hardwiring of all PUFs

with the same challenge which is known as Equal challenge XOR PUF. One of our research

group investigations [12], found that Equal XOR PUFs are much easier to learn than Random

challenge XOR PUFs.

Another important implementation of restricted input PUFs was proposed in [20] and it is

known as the Controlled PUF. The input controlling of this PUF is implemented using a

one-way function for each PUF; in order to map the input challenge bits to different random

challenge bits for each PUF. Consequently, random controlled challenge bits are applied to

each PUF. Moreover, in order to render the design more immune against machine learning, it

was also suggested to implement an output response mapping using a one-way hash function

instead of just XORing the arbiter responses. Figure 4.13 shows a version of the Controlled

PUF proposed by [20].

Actually, we have some remarks concerning this PUF. First, considering the input mapping,

it would add absolutely nothing with respect to the machine learning algorithms that we are

applying in our group such as LR and PGPE. With the knowledge of the one-way function,

one could still calculate the exact inputted challenge bits of each PUF. In other words, the

input mapping would just prevent the control of the adversary to input specific challenges;

however he is still able to calculate the exact challenge bits for each PUF. Moreover, the output

mapping performed by utilizing the one-way hash function at the output prevents the use of

supervised learning techniques as LR, however without any complexity enhancement against

learning with PGPE algorithm. This is justified by the functionality of the PGPE algorithm, as

it is solely investigating the nature of the response whether it is correct or not regardless of

its exact value. Finally, implementing one-way hash functions is very expensive in terms of

physical area and power consumption. In addition, it requires many clock cycles to evaluate

which assumes considerable latency on the system [21].

3A restricted input PUF, is a PUF where an adversary cannot fully assign all challenge bits.
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Random 
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Figure 4.13.: A high-level architecture of the Controlled PUF proposed in [20]. When a chal-

lenge C is applied to this PUF, the hash function takes C and generates a series

of random challenges based on C. These challenges are applied sequentially to

the PUF. The responses of these challenges -with ECC to enhance fault tolerance-

are utilized by another hash function to generate the global response.

The Lightweight PUF is a different and valuable member of the class of restricted input

PUFs, which is conceptually derived from the Equal challenge XOR PUF. However, it exploits

multiple additional properties aiming at increasing the complexity and resistance to machine

learning [21]. The most significant property of the Lightweight PUF is that it satisfies the Strict

Avalanche Criteria (SAC). This SAC requires that for every single input bit change the output

would change with probability equals to 0.5. The value of this property lies in preventing the

adversary from performing systematic learning of the PUF by tracing the output response

change when a specific input bit changes. However, since the SAC is realized using an input

network of a specific XOR gates configuration, the adversary is still able to back propagate

the network to input the specific challenge that he wanted rendering the network inefficient.

In order to combat this, the Lightweight PUF implements an interconnect-network that

physically links the input to the multiple PUFs, whence it is a restricted input PUF.

As previously mentioned, since the exact challenge bits to each PUF can be calculated, there

is no complexity reinforcement against our learning algorithms. However, Lightweight

PUF implementation is superior to the one-way hashes function in terms of area, power

consumption and evaluation speed. In addition, both Lightweight and Random challenge

XOR PUF have almost the same relatively high complexity against learning using LR [12].
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Second Stage PUFsFirst Stage PUFs

XOR

Figure 4.14.: The architecture of the proposed Input-Flip PUF. The first stage PUFs are sup-

plied with the input challenge. The responses of the first stage PUFs are used

to control the behavior of the challenge applied to the second stage PUFs, i.e.

inverting the bits and exchanging their positions. The responses of the second

stage PUFs are XORed together to generate the global response.

4.3.2. Concept and Architecture of the Input-Flip PUF

The basic concept behind input controlled PUFs is to implement an input challenge mapping

that provides maximum complexity. However, previous work that has been carried out by

our group showed that these PUFs were still "learnable". This is caused by the adversary’s

ability to deduce the inputted challenge to each PUF. In this subsection, we present a new

PUF architecture that provides very high complexity to the task of modeling the PUF with

additional complexity to the learning algorithms. The proposed PUF is termed as the

Input-Flip PUF, denoting that the input challenges to the PUFs that generate the responses

are flipped according to the other PUFs’ responses. In other words, the input challenges for

the PUFs that generate the responses are purely stochastic as they cannot be determined with

certainty by the adversary.

The idea behind the design of this PUF is that, simple standard arbiter PUFs are used for

the first stage (challenge stage) to control the inputted challenges of PUFs in the second

stage (response stage) whose responses are XORed together, as shown in Figure 4.14. The

challenge bits for the first stage PUFs may be scrambled to ensure the probability of altering

the challenge stages’ output for every single bit change, for instance by using Lightweight

challenges. Each PUF in the response stage is composing 8 sections (4 pairs) of challenge
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bits. A single bit out of the response bits of the challenge stage PUFs, is used to determine

whether to exchange the challenge bits of each pair of sections in the response stage. The

other response bit of the challenge stage determines whether to invert these bits or not.

The bits from the challenge stage represent different notions for each pair of sections. The

previous scenario serves as one possibility out of various feasible configurations. However,

other optimum schemes still could be suggested.

One advantage of this PUF is that the input challenge bits for the response stage PUFs are

not known with certainty. Considering the example at hand, it has a probability distribution

spanning a sample space comprising four different combinations. Hence, reformulating this

PUF to be possibly modeled by a supervised learning algorithm would be very difficult. In

addition, the successful learning of such PUF is anticipated to be extremely difficult in light of

the current available side channel attack techniques. Nevertheless, if side channel attacks are

more developed in the future, so that the techniques are able to precisely determine the value

and position of each arbiter, the complexity of any arbiter based PUF will not be any higher

than the complexity of standard arbiter PUFs.

On the other hand, Evolution/RL algorithms like ES and PGPE would still be able to break

some instances of the proposed PUF, since these algorithms merely focus on the final response

of the PUF utilizing the estimated parameters considering the processing of the challenges.

4.3.3. Experiments and Discussion

Figures 4.15 to 4.17 demonstrate the results for the best trials for the application of PGPE on

the Input-Flip PUF with different number of PUFs in the challenge and response stages. As

observed from the figures, the PGPE algorithm is able to learn up to four PUFs; that is one

PUF more than the maximum "learnable" number of PUFs in case of standard XOR PUFs.

Hence, one drawback of this PUF architecture is that it requires employing at least five PUFs

to be secure against PGPE or evolution/RL methods in general. However, unlike XOR PUFs,

this PUF is very robust against learning using supervised learning algorithms such as the LR

technique. Consequently, by employing 5 PUFs in an Input-Flip, one has no effective way to

attack the PUF as confirmed by our current results. Which is superior to the XOR PUF as it

requires at least 7 PUFs in order to be immune against the learning with LR according to [2].

This design requires twice the delay imposed by the evaluation time of a standard arbiter
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Figure 4.15.: The result of the best trial for applying PGPE on Input-Flip PUF with one

challenge PUF and two response PUFs. PGPE has succeded to learn Input-Flip

PUF with this configuration.
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Figure 4.16.: The results of the best trials for applying PGPE on Input-Flip PUF with one/two

challenge PUFs and three/two response PUFs respectively. PGPE has also

succeeded to learn Input-Flip PUF with these configurations.

PUF since the two stages of Input-Flip PUF need to be evaluated sequentially. Nevertheless,

this has a small impact on the system latency. It also exhibits a larger physical area due to the

XOR gates that are employed to realize the controlling that was previously discussed, yet
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Figure 4.17.: The results of the best trials for applying PGPE on Input-Flip PUF with two

challenge PUFs and three/four response PUFs respectively. PGPE has failed to

learn Input-Flip PUF with these configurations.

they are very few and comparable to those used in Lightweight PUFs. The stability of this

PUF requires practical analysis after real fabrication since as we mentioned that it requires at

least five PUFs. Nevertheless, we can expect that the stability will not be worse than the XOR

PUF comprising the same number of XORed PUFs.

4.3.4. Variants

One variant of the Input-Flip PUF, that was proposed by U. Rührmair in [19], is to perform

a recursive challenge flipping (see Figure 4.18). In this PUF variant, each PUF response

controls the status of the challenge bits for the following PUF. Similar to Domino PUFs, this

PUF requires a duration of N evaluation periods for evaluating it given that it consists of

N standard arbiter PUFs. On application of PGPE for the purpose of learning this PUF, it

was found that PGPE is able to learn up to 6 recursively flipping PUFs. Actually, the tested

configuration of the PUF was by letting each response controls the challenge of the following

PUF either by applying the same challenge or by negating every challenge bit. Consequently,

other optimum control configurations should be investigated for the purpose of finding an

optimum complex scheme based on the recursive flipping PUF.
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Global challenge C

C2=function(R1,C)

R1

C3=function(R2,C)

R2

Global Response

Figure 4.18.: The architecture of the proposed recursive variant of Input-Flip PUF. It per-

forms in a recursive fashion, where the response of each PUF is used to control

the behavior of the challenge bits of the following PUF.
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Away from the arbiter-based PUFs, one of the most important security devices that were

proposed by our group is the Super High Information Content (SHIC) device. Actually, the

idea of this device was discussed in different publications by our group [22] [23] [24]. The

schematic of a diode-based crossbar memory structure is shown in Figure 5.1. The idea of

this SHIC device is that it uses large memory whose bits are randomly hardwired due to a

physical manufacturing reason. These devices exploit the fact that the equivalent circuit for a

diode with its added parasitic elements is as shown in Figure 5.2.

Hence, using specific manufacturing process like molecular crossbar architecture [25] [22] or

Aluminum Introduced Layer Exchange (ALILE) [24], the serial resistance in the equivalent

circuit has variation ranges that could be sectioned to distinguish between separate classes of

values. The higher resistance would allow lower current and this can be interpreted as a bit

with value equals to ’0’ and vice versa for the lower resistance.

The circuit is supposed to work in a way such that the read out can be just for one bit.

Furthermore, the read out of one bit should take a considerable time. Hence, an attacker

would never be able to read out the whole content of the memory in a reasonable time.

Actually, the reading time for one bit can be calculated as

τ = 2 ∗ N ∗ C ∗ R

Where N is the number of diodes in each column/row which is suggested to be about 100,000,

in order to have a total of 10 Gigabits Memory. R is the serial resistance of the connecting wire

to the external evaluation circuitry and it is assumed to be about 1 MΩ. C is the reverse-biased

capacitance of the diode which is suggested to be about 0.1 pF, in order to have a read out of

speed more than 10 ms/bit. Note that, having such large capacitive value would require large

diodes that would increase the area of the memory which is impractical. Nevertheless, it was

suggested to use large dielectric material within the metal layers to provide high capacitive

values [22].
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Figure 5.1.: Typical schematic of the Crossbar structure adopted from [24]. The filled gray

diode is addressed by using the corresponding word and bit lines. The remaining

unaddressed diodes are either zero or reverse biased.

Since an adversary would typically replace the serial resistance by a very small resistance

to speed up the reading of the device, some features were proposed for the device . These

features were made to limit the speed of reading out of the memory by making interconnects

among the diodes do not support high currents. This can be achieved by adding some fuses or

by using thin interconnects. In addition, the diodes themselves do not support high currents.

It is interesting to examine which attack possibilities on such crossbar-based SHIC PUFs

remain for a well-equipped attacker. Since the secret of this device is kept just in the inner

layers of the device in both molecular and ALILE fabrication processes, it seems at first

sight that any change in the outer layers which are typically the metal interconnect layers

perhaps would not notably affect the secret. One might hence argue that a well-equipped

adversary with up-to-date technology might be able the replace these interconnects that do

not support high currents by others that can support. In fact, this could be realized either by
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Figure 5.2.: Equivalent circuit of a diode in schematics. The additional elements to the diode

represent the parasitic added due to the non-ideality of the diodes. The main

parasitic element employed in SHIC is the series resistance Rs, according to Rs

value high or low the bit is read as ’0’ or ’1’ respectively.

using thicker metal layer or using metal that has higher conductivity (e.g. gold) to replace the

thin interconnects. In case of using fuses, a complete rerouting could be employed to avoid

the fuses and allow direct contacts.

Such an attack can potentially be thwarted, however, if the SHIC Crossbar is fabricated in such

a way that also the wires themselves have unique and varying current-voltage characteristics.

This has already been observed in [22]. Furthermore, removing or changing all wires in a

crossbar structure of size 105 × 105 bits, without affecting the underlying structure (to which

these wires are closely connected) seems a formidable, if not simply impossible task. Please

note in this context that one reason for choosing crossbars as realization for SHIC PUFs was

that they could be fabricated at the current resolution limits of nanofabrication, since they

have a very simple and regular geometry. This further complicates the life of an attacker.
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6.1. Conclusions

Security has become one of the most important requirements in today’s IC technology

due to the fact that billions of dollars are lost every year to IC security breaching [1].

Cryptography is employed to provide security in a wide spectrum of applications. The secret

key based cryptography primitive is the most employed cryptography technique in device

authentication like in case of keycards and RFIDs. Typically, this cryptography technique

is based on storing a secret key in an on-chip nonvolatile memory. During verification, the

device uses the stored secret key in combination with the input to the device in order to

generate a unique output response that allows the verifier to identify the specific device.

Unfortunately, nowadays adversaries can break this security by exposing the stored key

using either physical attacks like invasive and side-channel attacks or software attacks like

API-attacks and viruses [2].

A recently emerging field deals with the application of random, disordered and unclonable

physical structures in order to overcome some inherent weaknesses of classical cryptography

and security. This field includes PUFs, but also other structures. In lack of a better name,

the field has sometimes been referred to as "Physical Cryptography" [23]. In physical

cryptography, the complex nano-scale structure of the system is employed as a unique

unclonable identity for each device. The most important cryptography devices that we

focused on in this study were the silicon based physical unclonable functions (silicon PUFs).

Furthermore, we dealt mostly with arbiter based PUFs which are silicon PUFs that employ

the delay difference, between two symmetric paths, due to the random variations during IC

manufacturing processes.

In this study, we first explained the concept of PUFs and elaborated the different published

arbiter based PUFs which are the standard arbiter PUF, the FF arbiter PUF and the XOR

arbiter PUF. We also elaborated the motive behind using machine learning algorithms as the
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natural choice for cryptanalysis of arbiter based PUFs. In addition, we briefly introduced

the different machine learning algorithms that we employed during the cryptanalysis of the

PUFs, then we discussed the previous related work that dealt with breaking the security of

arbiter based PUFs.

After that, we provided a detailed study of FF-arbiter PUFs where the objective was to

find the number and positions of the required FF loops that enhance the resilience of the

FF-arbiter PUF against machine learning algorithms. From this study, we were able to

observe an important phenomenon that we called the cancelation phenomenon. In addition,

we proposed a generic scheme that provides complex FF-arbiter PUFs for different number

of employed FF loops and we highlighted the important criteria that should be taken into

consideration during construction of any FF-arbiter PUF.

Furthermore, we discussed three arbiter based PUFs recently proposed by our group. These

PUFs were named as Cross PUFs, Domino PUFs and Input-Flip PUFs. We elaborated the

advantages that would be added due to each of these PUFs. We also discussed the expected

disadvantages and the open problems that would need to be investigated if these proposed

PUFs were physically realized. Additionally, we judge the security of these PUFs according to

their resistance to machine learning attacks.

Finally, away from arbiter based PUFs, we briefly explained another physical cryptography

device known as SHIC. We elaborated the idea of SHIC devices, and then we discussed an

observed technological trick that could possibly be employed to break the security of SHIC

devices.

6.2. Future Work

With respect to the new arbiter-based PUFs, we suggest evaluating their stability after phys-

ical realization. We also suggest checking the real results of these devices to provide a

concrete evidence for our theoretical experiments that were based just on the linear additive

model, although it showed that it was enough for most of our experiments on real data (see

Appendix A). Furthermore, we suggest that some new arbiter-based PUF variants can be

proposed based on our study.

With respect to cryptanalysis of the arbiter-based PUFs, we suggest combining the machine

learning algorithms with other facilities like valid side channel attacks on PUFs. Currently,
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there are some attempts to employ the knowledge of the unstable CRPs, where the response

is not always the same for the same challenge, to enhance the learning by incorporating this

prior knowledge in specific manner in the learning algorithms [2].
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In this chapter of the appendix, we verified our theoretical experiments that were conducted

assuming the linear additive model for each single arbiter PUF. The verification was done by

conducting machine learning experiments on real PUFs’ data. These data were provided to

us by Prof. Devadas at MIT through measurement of some physically-implemented PUFs.

The manufacturing process of these specific PUFs and the detailed performance analysis have

been extensively investigated in [11] [9].

We were provided with data of 16 different standard arbiter PUFs. The data consists of 4096

CRPs extracted from each PUF, noting that symmetric challenges were applied for all the

PUFs. We applied PGPE on each standard arbiter PUF separately. The average learning results

and maximum/minimum error ratios from the learning are shown in Figure A.1. Note that,

the error ratios were about 3-4% which are greater than those found during the theoretical

learning. The reason behind that is that the mere linear additive model is not always enough

for completely describing the PUF behavior. Moreover, we were informed that there might be

some noise introduced from the JTAG that was used in the measurement process. This would

mean that without this measurement noise, the performance of the ML algorithms would

have been better.

In order to employ the provided data to verify our experiments on XOR PUFs, we applied

PGPE on 2 XOR PUFs by manually XORing the responses of two standard arbiter PUFs and

feed the learning algorithm just with the final global responses. The learning result for 2 XOR

PUFs is shown in Figure A.2.

Unfortunately, the provided CRPs were too few to allow the application of PGPE on 3 XOR

PUFs. However, it was suggested to generate larger number of CRPs by constructing three

different PUFs that generate responses that have accuracies of about 97%. Accordingly, we

could expect the same error ratio of the real PUF ’s data when applying ML on each separate

constructed PUF, whence we used the required number of CRPs to verify our learning for 3

XOR PUFs. Figure A.3 shows the result of applying PGPE on 3 XOR PUFs with the stated
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Figure A.1.: The average learning result for using PGPE on real data of standard arbiter PUFs.

There is an error ratio of 3-4% which returns to the leakage of the linear additive

model for fully describing the arbiter PUFs, in addition to the noise from the

JTAG during the physical measurement.
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Figure A.2.: The learning result for using PGPE on real data of 2 XOR PUFs. The error ratio is

more than that for single standard arbiter PUF, because the error ratio of the final

global response of the XOR PUF is function of the error ratios of each separate

standard arbiter PUF.
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Figure A.3.: The learning result for using PGPE on the proposed equivalent real data of 3

XOR PUFs. The proposed equivalent real PUFs’ data is generated by using the

linear additive model and adding noise of 3% for the response of each standard

arbiter PUF.

response derivation. As can be observed that error ratio increases with increasing the number

of XORed PUFs. This is because the error ratio of the final global response of the XOR PUF is

function of the error ratios of each separate standard arbiter PUF.
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