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Abstract. Specification formalisms like LTL specify properties for infinite traces
whereas monitors only observe finite prefixes. These can be conclusive, however, in
general they are not. Restricting monitors to only two possible conclusions is there-
fore inappropriate in many cases and known approaches distinguish only between
a small number of verdicts. We extend the setting to an infinite, continuous domain
that enables us to further discriminate runs and allows for more detailed appraisals
in presence of inconclusive information. The concept of continuous space induces
new notions of monitorability that we study and relate to well known classes.
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1. Introduction

Software is complex. Even small applications consist of thousands of lines of codes,
hundreds of modules that are connected like the gears of a mechanical clockwork.
A typo in the source code or a wrongly connected gate in hardware designs might
effect an error, an interface, implemented inaccurately, might do so as well. Any
abstract algorithm or protocol might take assumptions that do not hold for every
use case of the problem they are supposed to solve. It is not always easy to find
the reason for an observed misbehaving of a system and it is harder to assure their
absence.

Architectures evolve, the number of components in today’s soft- and hardware
rise and distribution, ubiquity becomes inherent. That is where quality assurance
gets difficult.

Information processing systems interlace every part of modern society. Trans-
portation, communication, production or health care got heavily dependent on re-
liably working digital systems. Efficiency, safety and privacy are, among others,
expected properties. That is why their assessment becomes important.

The most abstract and least pragmatical but yet most consequent and scientifically
interesting approach to verification is the use of formal methods [Wol97].

Founded on the rich and consistent base of mathematics, these methods provide
the most convincing notion of assurance. They work on abstract models of systems
and specifications and the level of abstraction must be traded off between applica-
bility of results and computational expense.

The major approaches to formal verification can be grouped roughly into the do-
mains of model checking, theorem proving, testing and runtime verification.

Certain properties can be proven manually in an inductive, logic based manor
comparable to classical mathematical proofs. For this method, referred to as theorem
proving, software tools can be applied for many small, direct steps. However, a user
is usually needed to complete proofs or take steps that cannot be done automatically.
Thus a considerable technical expertise and understanding of the specification is re-
quired. Even though already verified code can be reused reducing e.g. the workload
on consecutive versions of a program, a unique and new proof is needed for every
piece of software in general, making theorem proving very expensive (see [KREH"09]
for an extensive case study).

The - theoretically - most exhaustive automatic verification technique is the ap-
proach of model checking. The objective is to answer the question if a given structure
models (i.e. is consistent with) a specification. Considering a formalized (and usu-
ally abstracted) model of the system under scrutiny and its specification, the problem
can be seen e.g. as language inclusion problem. If every behaviour of the implemen-



tation model is also covered by the specification, the system is considered correct.
The practical drawback of this approach is a generally exponential blow-up in the
state space of the implementation model.

A classical approach, that is formally less exhaustive but more pragmatical, is
testing. There is no essential need for modelling the implementation, but only com-
paring in-/output behaviour with respect to a set of test cases, called a test suite.
Unless the whole input domain is covered (which is reasonably not the case) test-
ing can never provide complete proof of correctness. However, considering some
model of the system under test (i.e. white box testing or structural testing) allows
creation of test suites that satisfy certain coverage criteria such as path or instruction
coverage, strengthening at least confidence in the tests [Kor90].

In addition to these methods, that are only applied before the actual deployment,
runtime verification is used to oversee the system during the run. The exponentially
growing number of possible executions that need to be taken into account during
model checking now breaks down to a single sequence of observed states. Even
though violations to the specification might exist, the system has the chance to react
on their occurrence, thus complementing (incomplete) pre-executional verification.

This report focuses on runtime verification. Faults may be observable before they
effect failures' and we will study approaches to monitor and assess a system’s run
according to a formal specification. The earlier a violation is recognized or the
more precisely it is estimated the more adequately can reactions be planned and
preformed (e.g. starting by signalling a failure to the user and rescheduling actions
up to shutting down processes). Recent approaches to monitoring properties of
reactive systems are presented. Fulfilment of properties during execution can often
neither be guaranteed nor excluded and a simple, two valued truth domain is not
adequate in many applications. More recent research improved the situation by
proposing up to four different verdicts [BLS06b, BLS07a] and our contribution is to
extend to a an infinite domain. It enables us to further discriminate runs and allows
for more detailed appraisals in presence of inconclusive information. The concept of
continuous space induces, furthermore, new notions of monitorability that we study
with regard to our monitoring approach.

Outline. In Chapter 2 runtime verification is discussed in general, presenting
approaches to observe, specify and check system behaviour from the literature.

Chapter 3 concerns different approaches to assess partial runs regarding a speci-
tication. The first section formally introduces the popular language classes of safety,
co-safety and monitorability (ugly-freeness). In the subsequent section we construct
a three valued monitor for w-regular languages from Biichi automata.

In Section 3.3 we introduce monitor functions that give verdicts from a continuous
domain. Desired function characteristics lead to different notions of monitorabil-
ity and classes of monitorable w-languages. We discuss monitor functions that are

LA failure is a deviation between the observed behaviour and the required behaviour of a system, a
fault occurs during the execution and results in an incorrect state that may or may not lead to a
failure. [DGR04]



monotonic with respect to the prefix relation in Section 3.3.1.

To distinguish prefixes regarding to their estimated compliance to a specification
a future-past relation is proposed in Section 3.3.2. Functions that are monotonic
regarding this relation lead to a new class of monitorable languages that is related
to safety, co-safty and ugly-freeness.

Section 3.3.3 shows how to use finite automata to compute future and past aspects
that characterize finite prefixes with regard to a given w-language. The chapter ends
with a procedure to choose a continuous monitor for a given language in Section
3.3.4. It follows our conclusion and perspectives.



2. Runtime Verification

This report focuses on monitoring and before we proceed to the technical part in
Chapter 3 let us have a look at the context. Even if the actual monitoring process is
the core part of runtime verification it is accompanied by other issues. To check and
assess a running system it is essential to clarify the target of observation. A monitor
itself will check against an abstract specification and it is necessary to define how
symbolic properties are subsumed from real implementations.

2.1. Observing systems at runtime

A set of propositions, atomic properties that may or may not hold in a certain system
state, must be defined by the user since they need to capture the specific target
of the analysis. The properties can concern physical measures and hardware, e.g.
“temperature < 80°C” or “hard drive 3 reports an error”. Other properties can be
taken from program variables or method invocations (x < 1000, “backup process
started”, ”all active users are authorized”).

The propositions and the methods to evaluate them obviously depend on the im-
plementation and on the intention of the specification. One way to evaluate these
propositions is to inject instructions into the source code or provide a (virtual) ma-
chine with according interfaces. The decision, how much influence the monitoring
process should have into the system, is important. Code injections or synchroniza-
tion points for observing devices might influence implementational or functional
properties of the system. Needed resources such as computing time and memory
can increase, monitoring code that is used for debugging might have to be kept
even in the productive application to avoid behavioural changes. Off-line monitor-
ing could make expensive monitoring feasible by allowing random access to the
trace and not consuming any system resources. It can be suitable for properties that
can be decided only after the system stops or properties that require a backward
traversal of the trace. However, it does not allow for any real-time feedback or other
interaction with the system.

Delgado et al. [DGR04] did an extensive study on the different approaches to
oversee systems and compare implementations of monitoring frameworks.



2.2. Specifying system properties

To make use of observations, it is necessary to specify desired behaviour. Formal
specification frameworks allow a flexible and automated analysis. Properties are
defined by means of sequences of observations, that is, sequences of states for that
atomic propositions are evaluated.

Pnueli recognized that the major notions of correctness in system verification con-
cerns the concepts of invariance and eventuality, in particular in non-terminating
systems. He introduced in [Pnu77] a formal approach to temporal reasoning about
programs by time dependence of events that considerably influenced the field of
formal verification.

The notions of eventuality, invariance and temporal implication are reflected by
the linear temporal logic, LTL!. In this logic, models are infinite sequences, w-words,
over a finite alphabet. Thus properties are, in that sense, sets of valid runs rep-
resented by infinite strings and we will therefore use the terms “language” and
“property” interchangeably. For models that allow branching of traces, an extended
version called computational tree logic, CTL, can be used. LTL is not as expressive
as monadic second order (MSO) logic [Kam68] and finite automata, but yet powerful
enough to serve as intuitive specification language.

Additionally, MITL, metric interval temporal logic [AFH96, MNP06], and TLTL,
timed linear temporal logic [Ras99], provide extensions for specifying also timing
constraints.

Given the formalisms to specify properties it is possible to differentiate between
certain classes. Lamport first introduced the terms of safety and lifeness to the verifica-
tion setting in [Lam77]. Different techniques for proving those properties motivated
this distinction.

Safety properties are commonly understood as to describe that “nothing bad will
happen”. From a (runtime) verification point of view they can be seen as properties
that give, eventually, witness for every violation and is therefore safe as long as the
opposite is not evident. Checking a system (or a run of a system) against a safety
property, we can notice its violation after a finite time. For their complements, co-
safety properties, not violations but satisfaction is thus observable after a finite prefix
of a run. Liveness properties specify notions of “something good”, that must happen
eventually during an execution.

Alpern and Schneider clarified these terms in [AS85] providing a formal definition
and characterizations. They describe lifeness by the possibility to continue any finite
prefix of a run to an infinite one satisfying the property.

The safety languages are the open sets in the so called natural topology over the
universe of languages of infinite words. In that topology the co-safety languages
are then the closed sets and languages representing a lifeness property are exactly
the dense sets. Intuitively, one can find an arbitrarily “close” member (in terms of
common prefixes) to every excluded word. The topological characterization is used

1See Appendix A for a formal definition.



Formula Safety So-safety

Up O
Oq O
Xq N 0
O0p
Xp Vv OOp
pUgq O

Table 2.1.: Examples for safety and co-safety properties expressed in LTL.

by Alpern and Schneider to proof that every property is the intersection of a safety
and a liveness property. Their characterization of safety and lifeness is independent
of the used notion for expressing properties. In [AS87] they furthermore give a
construction to decompose a property given by a Biichi automaton into a safety and
lifeness part whose intersection yields the property.

For runtime verification, Pnueli and Zaks introduced in [PZ06] the notion of mon-
itorability for temporal properties. A property is monitorable after observing a finite
trace, as long as a monitor can still yield a conclusive verdict, i.e. satisfaction or vio-
lation. Otherwise the observed finite word is called “ugly” for the specific property.
We will define the class formally in Section 3.1.

It has recently been shown in [BaulO] that the problem to decide, whether there
exists such ugly prefixes for a given w-regular language, is complete for PSpace (in
terms of the length of an LTL formula or the size of a Biichi automaton).

2.3. Monitoring

The motivating issue in runtime verification is, after all, to relate the observed infor-
mation to the specified behaviour.

Once, the system information and system behaviour are clarified and formalized
to meet the abstract notion of states, the actual verification process is performed.
This particular performance of comparing the sequence of condensed observations
(system states, abstract behaviuor) and the specification is referred to as monitoring.
The more or less abstract device of a monitor is constructed from a specification
and transforms the observation to some sort of statement about the current run.
Monitoring hence involves the questions what type of verdict a monitor should yield
and how it can be obtained and implemented.

Monitor verdicts

In first place, monitoring is basically solving the word problem for a language. That
is, given a system run, verifying that this run is valid (included) in the specification.
It is thus initially a matter of true (T) and false (L). A finite automaton accepts a
given word or it does not and the classical semantics of LTL maps formulas to the



boolean truth domain B = {T, L} [Pnu77]. However, the setting of runtime verifica-
tion obliges to combine the binary problem with the fact of (in general) insufficient
information to solve it.

Observing a system can only provide finite prefixes of the whole infinite run.
Sometimes, a precise decision is possible, for example because a required event
already happened or a proposition that is supposed to always hold was violated at
some point. If this is not the case, one way to cope with finite prefixes can be found
in [GHO1]. Events that have to happen eventually or never can be checked on a finite
trace. In the former case this is a pessimistic approach since it might happen later,
in the latter case it is optimistic.

In [PM95], Manna and Pnueli suggest with FLTL to use explicitly a strong (exis-
tential) and weak (universal) next operator. They differ in theire interpretation of
non-observed next-states in the sense, that it has in particular to exist for the strong
version to evaluate to T while the weak version only evaluates to L under a contra-
dicting witness.

A strong and week semantics, LTL™ and LTL™, are combined in [EFH 03] to their
“truncated” semantics where the weak view is consistent with a preference for false
positives, the strong view with a preference for false negatives.

Multivalued monitor domains

Since checking properties leads in general not to final conclusive results, Bauer et al.
found the boolean truth domain inappropriate and introduced in [BLS06b] a three
valued monitor domain B3 = {T, L,?}. Using Bs, they defined a semantics on LTL
formulas that assigns the value ? to inconclusive words. Bauer et al. also give a
monitor construction that we will outline in Section 3.2.

In [BLS07a], The authors branch the inconclusive verdict and propose a four val-
ued semantics for LTL formulas. The authors describe four maxims that they con-
sider important for LTL semantics aimed at runtime verification.

o (1) Existential next requires the inclusion of a strong next operator,

o (2) Complementation by negation requires that a negated formula evaluates to the
complemented and different truth value.

These maxims are motivated for semantics on finite words in general. In runtime
verification, however, any finite word is to be interpreted as finite prefix of an infinite
word. There is, indeed, a next state, only the evaluation is not yet possible. To reflect
this particularity of runtime verification, two more maxims were proposed.

o (3) Impartiality requires that a finite trace is not evaluated to T (L) if there still
exists an infinite continuation leading to another verdict,

o (4) Anticipation requires that once every infinite continuation of a finite trace
leads to the same verdict, this finite trace evaluates to the very same one.



The authors compare different concepts for semantics on finite traces regarding to
these maxims. The two-valued approach in [PM95] only meets Maxim (1) and (2).

For the combination of LTL™ and LTL™~ [EFH"03], Bauer et al. argue that Maxim
(1) is met by the strong version, LTL™ but not by the weak one. The approach
does not respect any of the other maxims and so they propose their own solution,
called RV-LTL. It combines FLTL and LTL3 in the way that FLTL is used to dis-
tinguish inconclusive results in LTL3. That leads to a four valued truth domain
By = {T,L, TP, LP}, consisting of true, false, probably true and probably false and is
justify by respecting all four of their maxims.

A continuous monitor domain

To further distinguish between inconclusive words the idea of an even larger, con-
tinuous domain of monitor verdicts arises naturally. Then a monitor does not only
choose a qualitative result from a finite set of cases but makes a quantitative state-
ment about a prefix with respect to a given property. These statements can, for
example, be interpreted as “believe” or amount of “evidence” for fulfilment or vi-
olation of requirements. Imagine, for example, the safety property [a and the two
observations

Uy =aaa and
Uy = aaaaaaaaaa.

Both, u; and u5, are formally inconclusive or, considering the semantics discussed
for By, at most “probably true”. Intuitively, however, the confidence in u; is higher
than in u;, simply because we observed the system longer (confirming non-violation
so far). Similarly, for Ob, u; is less promising since we waited longer for the required
event that still has not happened.

The aspects of quality for prefixes, regarding a property, may differ depending
on the system, or the global setting. In Chapter 3 we study different approaches to
assess and, in particular, compare prefixes. In combination with general character-
istics monitors should comport with (e.g. convergence to concise truth values) we
formulate different desired features of monitor functions. We investigate classes of
languages (i.e. properties) that correspond to these features since not every property
can be monitored by functions providing them. Additionally we provide a proce-
dure to obtain monitor functions for a given property and construct automata to
help compute their values.

2.4. Applications

Before going deeper into some details of monitoring in the next chapter, we outline
some ideas on how runtime verification can be used in application. In [BLS06a] a
“runtime reflection framework” for distributed systems is presented by Bauer et al.

10



The framework uses monitoring techniques to observe failures and is intended to
provide methods for subsequently identify failures and recover. For identification,
a diagnostic engine takes the current state of the system and monitor verdicts and
uses a SAT-solver to reason about system components that cannot work correctly.

The idea of a system observing itself, that is able to recognize its own (mis)behaviour,
evolves to whole self-managing computer-systems. They have the potential to be
safer, more reliable and cost-effective [HS06]. Runtime verification coincides with
self-monitoring that plays an important role in such systems since they need to keep
track of their actions and internal states in order to act and adapt.

Another interesting application concerns electronic contracts. These contracts for-
malize the idea of paper contracts to obtain a representation that allows to answer
questions about the expected behaviour from a partner in the future, to foresee con-
tract violations and to identify the responsible party in case of violations [X]J10]. A
formalism for contract specifications has been proposed by Prisacariu and Schnei-
der [PS07] and led to a monitor construction in [KPS08]. A contract specifies obli-
gations, rights and prohibitions of parties and, furthermore, it defines penalties for
violating parties which can be seen in analogy to the mitigation process in runtime
reflection [LS09].

11



3. Monitoring finite state systems

After describing the general setting, we go into more detail in the following section.
In order to give characterizations and proof properties of functions and languages
we will first clarify some notation and define important terms.

We follow the convention that N = {1,2,3,...} and Ny = INU {0}. We also use
the extensions Nee = N U {o0} and Ze = Z U {—00, 00} along with the following
sense of ordering and behaviour under addition and multiplication.

e 0 is the supremum and —oo is the infimum: V,cz : —00 < z < oo.
e o and —oo are additionally inverse to each other: co —co = 0.

e +oco dominates integers: V,cz neN,, :
z+to00 =400, £00-n =100, 00 (—n) = Foo.

Note that +oco - 0 is undefined, however, we will make sure not to run into this case.

For this chapter, let ¥ always be a fixed, finite alphabet. A word w over X is a
sequence wiwows ..., with each w; € X. We consider finite words, as elements of
the free monoid X~* with concatenation and the empty word A as neutral element.
Let 2 denote the set of infinite sequences, called w-words, over X. The union of
finite and infinite words is denoted X := ¥* U X“. The complement of languages
is aways taken according to the considered superset, i.e for languages L C ¥~“ and
L' C ¥* the complements are L:=YY_—Land L' := X* — L', we sometimes write
B ¢ L meaning B € L.

Furthermore, for a word w and n € IN we denote

e the suffix of w, beginning at position n as w) = WiWi Wit ...,

e the prefix of length n of w as w(,) = wywy...w, and wy) = A,

o the set of all prefixes of w as 0 = {u € £* | pexe : uv = w},

e for finite words w the set of all infinite extensions W@ = {wv € £¥ | v € Z¥}.

In most cases, we will use &, ,7,... to denote infinite words and u,v, w, ... for
finite words.

12



3.1. Properties

Properties, i.e. w-languages, can be categorized by different means. We will now
systematically define some of the most important classes, starting with a formal
definition of the previously used terms good, bad (cf. [KV01]) and ugly prefix (cf.
[BLSO7b]).

Definition 3.1 (Good, bad and ugly prefixes). Let L C X be an w-language and u € ¥~
a finite word. We call u

e a good prefix for L, iff W CL,
) abadpreﬁxforL,ﬁ?ﬂL:@
o an ugly prefix for L, iff Vyex+ 1 uv is neither good nor bad.

Emerson formulated in [Eme83] the limit closure restriction to classify sets of com-
putation paths (i.e. w-languages). This class coincides naturally with the topological
notion of closed sets that are connected to safety properties by Alpern and Schneider
in [AS85]. We follow the similar, and as we think intuitive, formulation from [KV01]
that is based on the notion of good prefixes.

Definition 3.2 (Safety /Co-safety languages). A language L C X% is called
e a safety language, or safe, if for all « € L, there is a prefix u € ‘@ which is bad for L.

e 1 co-safety language, or co-safe, if for all x € L, there is a prefix u € ‘& which is
good for L.

The class of w-languages, that are safe (co-safe) is called SAFETY (CO-SAFETY).

The notion of monitorability was proposed by Pnueli and Zaks in [PZ06] and re-
flects the occurrence of ugly prefixes in the sense, that once an ugly prefix is observed
no conclusive result can be obtained anymore and thus monitoring can be stopped.
Recall Table 2.1 on page 8 for some examples.

Definition 3.3 (Non-monitorability /ugly-freeness). Let L C X% be an w-language. We
call L non-monitorable after a word u € X*, if u is an ugly prefix for L. If there is no ugly
prefix for L, the language is called ugly-free (or monitorable). UGLY denotes the class of
all ugly-free w-languages.

The term “monitorable”, can be misleading, since monitoring even non-monitorable
properties can still be useful. Even if an ugly prefix exists, a monitor can still re-
port conclusively as long as it does not become manifest in the current run (which
might never happen as the possible behaviour of the system can be a proper subset
of the specified property excluding the “ugly runs”). For example, the language
L((a AOOa) v Ob) becomes only non-monitorable if the observation starts with a.
Since we discuss different types of monitors and therefore different notions of “mon-
itorability” we will rather use the term ugly-free for the sense above.

13



Corollary 3.1 (Safety/co-safety languages are ugly-free). Safety and co-safety languages
L € SAFETY U CO-SAFETY are ugly-free.

For a safety or a co-safety language L, there are no ugly prefixes. However, this
property also holds for (some) non safety/co-safety properties:

Remark (Ugly-freeness is more than safety and co-safety). The class of ugly-free w-
languages is strictly larger than the union of safety and co-safety languages. Consider, for
example, the language defined by the LTL formula ¢ = ((p V q)Ur) v Op.

3.2. Discrete monitoring

In order to handle inconclusiveness, Bauer et al. introduced in [BLS06b] the three
valued truth domain B3 = {T, L,?} for semantics of finite prefixes (i.e. words in
X*) with respect to languages of infinite words. They also gave a construction for
a finite state machine (FSM) implementing a function my, : £* — B3, where L is an
w-regular language, expressed by an LTL formula and

T if u is a good prefix for L
mp(u) =< L if u is a bad prefix for L
?  otherwise.

We will refer to these functions, mapping finite words to some truth domain, (or
FSMs implementing them) as monitors. The above specified mapping is discrete in
the sense, that the truth domain is finite. Furthermore, to distinguish the monitor
described here from the ones in the following chapter, we want to call it the Bs-
monitor as it uses the tree valued truth domain.

The monitor function, as defined, respects the maxim of impartiality, meaning that
T or L are not taken unless the given word is indeed a good or bad prefix, and
anticipation in the sense that the monitor reports a conclusive verdict as soon as it is
possible. We summarize this behaviour under the term accuracy (of final conclusion).

We outline a monitor construction based on the procedure given in [BLS06b], how-
ever, instead of starting on an LTL formula ¢ and constructing two Biichi automata
accepting L(¢) and its complement we start direct on a given automaton for an
w-language L.

Definition 3.4 (Biichi automaton [B{i62]). A Biichi automaton over a finite alphabet % is
a tuple A = (Q, 90,9, F), where

e Q is a finite non-empty set of states,
e qo € Q is the initial state,
e 0 C Q x X x Q the transition relation and

e F C Q isa set of accepting states.

14



A run p = po,p1,-.. (pi € Q) of a Biichi automaton on a word a = xjup--- € X% is
an infinite sequence of states such that py = qo and Ve : (0i—1, &i, 0;) € 6. We say p is
accepting if and only if there is an accepting state g € F such that q occurs infinitely often
inp (ie. |p|g = o).

The accepted language of a Biichi automaton A is

L(A) ={a € ¥ | T an accpting run of A on a}.

Forq € Q, Ay = (Q,q,0,F) denotes the automaton that is similar to A but starts in
state q.

Let from now on A = (Q, qo, 9, F) be fixed, accepting an w-language L. We define

the set
Ex:={g€ Q| L(A) # O}
of states that result in a non-empty language accepted by A,.

Biichi automata are constructively closed under complementation [Bii62], further-
more Safra gave in [Saf88] a construction that is optimal in size (20(”1°g(”))). Thus,
we can obtain an automaton A4, such that £(A) = L.

The NFAs B4 = (Q,90,9,E4) and B; = (Q, 90,9, E;) accept all words w € X¥,
that are not bad prefixes, respectively not good prefixes, for L.

To obtain deterministic versions det(34) and det( ;) we use the classical powerset
construction. The state space of them will then be 29.

If a word w € X* leads det(B ) to a state P € 29 where every q € P is not in E g,

then w is a good prefix since no run passing any g € P is accepted by A. To classify
w as bad prefix, we can proceed similarly using E 4. This motivates the following
definition for a function A : 29 x 29 — B;.

T if PN Ez= (%)
A(P,P’) =< L fPPNEL=0
?  otherwise

It follows that, by using A to label the states Q' C 29 x 29 of the product automa-

ton
det(Bz) x det(By),

we obtain an FSM M = (Q’,q(, ¢, A) that yields T, L or ? for a word that is a good,
bad or inconclusive prefix, respectively.

The minimized version of M is unique (modulo isomorphic changes) for an w-
language L, given by any Biichi automaton and therefore what we want to consider
the B3-monitor for L from now on.

3.3. Continuous monitoring

In order to study continuous monitorability we start by defining properties of func-
tions that are intuitively desirable in the context of runtime verification. From these

15



properties we derive classes of languages that can be monitored by a function sat-
isfying some of these properties and compare them to well-known classes such as
SAFETY and CO-SAFETY.

For a continuation of boolean truth domains it appears natural to generalize the
domain in a way that allows for continuous values in between the extremes 1 and T.
We therefore will consider mappings from finite words over a given finite alphabet
¥ to the closed interval [0,1] C R.

We then leave the so far described finite domain setting of monitors and use a no-
tion of convergence to argue about behaviour of these functions on infinite sequences
of arguments and in continuous space.

We say a function m : 2* — [0, 1] converges against a value x € R with respect to
a given sequence of finite strings (1, ),cN, if and only if each e-neighbourhood of x
contains almost every member of the sequence (m(uy,)),en. We then also write

lim m(u,) = x.
n—oo

For an w-word a = ajay .. ., let the sequence of prefixes of a be
(a(n))neﬂ\lo = A, a1, d100, X1X2K3, ... .

The characteristic function for any language L is defined as usual, i.e.

1 ifacl
1 —
L(#) {Q fad L.

Definition 3.5 (Monitor). Given an w-language L C X%, let the class of continuous
monitors for L be

EmﬂJ:{m:Z*%ﬂQH‘V%ymlmqmmmﬂ:lﬂM}.

n—o0

That is, following the prefixes of a word «, the values of any monitor for L will
tinally stay arbitrarily close to 1 if L contains « and to 0 otherwise.

We now examine several desirable properties of monitor functions, such as accu-
racy and different notions of monotonicity.

3.3.1. Prefix monotonic monitors

The first class we study contains languages for that monitors exist which are mono-
tonic with respect to prefixes.

Definition 3.6 (Prefix monotonic monitors). A function m : £¥* — [0, 1] is monotonic
with respect to the proper prefix relation <C X* x X* (prefix monotonic) if

(vul,uzez* cup <up = m(ul) < m(uz))
V (Vi upess s ur < upg = m(uy) > m(uz)).
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The class of languages, that can be monitored by prefix monotonic functions is then
Kpm :={L € | Jy,con(r) : m is prefix monotonic}.

Intuitively, for a word «, these functions can only once choose a direction and then
have to follow it, as growing prefixes can only all get ,better” or all get ,,worse”.

Theorem 3.1. The class Ky of languages monitorable by prefix monotonic functions is
exactly the union of SAFETY and CO-SAFETY.

Proof.
1. SAFETY U CO-SAFETY C ICpm. Let L € SAFETY U CO-SAFETY. If L is safe,
then a prefix monotonic monitor is

0 iff. u is bad prefix

mL:Z*—>[O,1],u|—>{ .
1 otherwise.

Note, since L is safe, any w-word not in L has a (finite) bad prefix. Therefore m
converges against the right value as it stays at 1 or switches to 0 if the exclusion is
evident. m also switches at most once and is thus monotonic.

If L is not safe then L is necessarily a co-safety language. To obtain a monitor in
that case we only change the a priori value to 0 and switch to 1 when a good prefix
is observed.

1 iff. uis good prefix

mp: X —[0,1], u— ,
0 otherwise

2. SAFETY U CO-SAFETY 2 Ky, To verify that also each language in Kpny, is safe
or co-safe let m be a prefix monotonic monitor for L € Kpm. We derive from the
monotonicity of m that at least each word in L has a good or each word not in L a
bad prefix. We split the cases for the monitor value of the empty word m(A).

If m(A) is neither 0 nor 1, the monitor has to “chose a direction” at some (finitely
reachable) point. Then the prefix monotonicity prevents m from going back again
and all infinite extensions have to share the same membership property (see Figure
3.1 for an example). Thus, every word then has ether a good or a bad prefix and L
is both, safe and co-safe.

If m(A) takes O, then, for any a € L, my has eventually to increase its value for a
tinite prefix v. After increasing, the monotonicity prohibits to ever reach 0 again for
any extension of v. Thus every member of L must has such a good prefix and L is
thus co-safe. On the contrary, if m(A) takes 1, any B ¢ L has to have a bad prefix
and L must at least be safe. O

Interestingly, if we restrict the class Kpm even further by not allowing values 0 or 1
for the empty word, we obtain exactly the intersection of SAFETY and CO-SAFETY.
Moreover, considering “accuracy” in terms of good and bad prefixes still yields the
same class.
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054+——m < %

Figure 3.1.: Assume, for example, x € L. m converges to 1 and has therefore to
increase it’s initial value after some finite prefix v. v then is already a
good (respectively bad) prefix since every extension has v as prefix and
cannot reach the value 0 anymore.

Definition 3.7 (Accuracy). Let L C X% an w-language. Then the class of accurate
monitors for L is

Mace(L) := {m € M(L) | Vyex-: m(u) =1iff @ CL
Am(u) =0iff. W NL=@a}.

Theorem 3.2 (Characterization of SAFETY N CO-SAFETY). For an w-language L C
X%, the following characterizations are equivalent

1. L € SAFETY N CO-SAFETY
2. Jyeom(r) : m is prefix monotonic and 0 < m(A) < 1
3. Fmem (1) : M is prefix monotonic

Proof.

1. < 2. From the previous proof of Theorem 3.1, it is evident, that each language L
is safe and co-safe if there is a prefix monotonic monitor and we exclude the second
case. Furthermore, for all languages L € SAFETY N CO-SAFETY that are safe and
co-safe

1 iff. u is good prefix and |u| > 0
mp: X = [0,1], u— ¢ 0 iff. u is bad prefix and |u| > 0
0.5 otherwise

is clearly a monitor since a good or bad prefix must eventually occur. Note, that m
is not accurate in general. If A is already good or bad, m would only evaluate to 1
or 0, respectively, for words of a minimal length of 1. This, however, does not effect
a violation of the convergence property.

1. < 3. If m is accurate for a language L, then m(A) = 1 or m(A) = 0 implies
L =3%%or L =0 and thus L € SAFETY N CO-SAFETY. In any other case, as
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before, the prefix monotonicity yields membership in SAFETY N CO-SAFETY. For
the only-if-part, we consider the accurate and prefix monotonic monitor

1 iff. uis good prefix
mp:X* —[0,1], u+— <0 iff. u is bad prefix
0.5 otherwise.

3.3.2. Distinguishing inconclusive prefixes

As we saw, prefix monotonic monitors can not make use of the extended truth do-
main but only of three different values. The following approach to determine a
more detailed evaluation of an actual inconclusive verdict is to propose an order-
ing relation on finite words that can be seen to distinguish between more and less
“promising” prefixes with respect to fulfilling a property. It helps us, to quantify the
relation between prefixes and languages.

Future aspect

For assessing prefixes with respect to a given language, we want to take into account,
what we already can assure about all possible extensions (i.e. the “future”). The
most obvious criterion in that sense is whether the membership of all extensions is
already approved or disapproved, i.e. if we face a good or a bad prefix.

Furthermore, we want to measure the smallest number of letters, that need to be
appended to a word in order to reach a good or bad prefix reachable. A word is
considered the better the closer, in that sense, the next good prefix can be found (the
“good future”) and we loose confidence the closer a bad prefix appears (the “bad
future”). We use these two measures to compare finite prefixes in terms of a given
w-language.

Definition 3.8 (Future aspect). Let L C X% be an w-language and u € ¥* a finite word.
The distance to the shortest good prefix for L that is an extension of u is

distg (1) := min {|o| | v € Z*, b C L}U{oo}
and distance to the shortest bad prefix for L that is an extension of u is
dist} (1) := min {|v| | v € =, ML =0@}U{co}.
The future aspect of a prefix u with regard to L is the difference

f(u) = distk (u) — disté(u).
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Note that, if there is no finite extension of a word u to a good or bad prefix, the
respective distance is infinite. For easier reading we omit the L if the language is
tixed in the context.

Comparing, for a language L, the future aspects of two prefixes we can define a
relation <; C X* x 2* such that

Vioers 1 u <gviff f(u) < f(v) .

Past aspect

When extensions do not yield any good reason for distinguishing between two
words we want to assess the past behaviour. Although it is hard to formalize a
notion of “attitude”, it appears natural to examine the past behaviour of a system
and reason in an inductive manner.! We want therefore also take past aspects into
account.

Let, for L C 2%, n € Ny,

Goodl(n), Badk(n) C £

be the sets of good and bad prefixes, respectively, for L with length n. For a word
u € X* that is not yet conclusive we can interpret

e Good"(|u|) as “missed chances” and
e Badl(|u|) as “avoided failures”

that occurred while observing u. Analogously to the future aspect we define the
past.

Definition 3.9 (Past aspect). Let L C X, u € ¥* and Good"(n), Badl(n) defined as
above. The past aspect of u regarding L is

p(u) == |Bad" (|u])| —[Good" (|ul)].

Again, we omit to write the L explicitly if the context is clear and define a relation
<p € ¥* x ¥* such that

Viupexrs 1 u <p v iff p(u) < p(v) .

IThis is a common technique, for example, in machine learning. Also, learning of formal lan-
guages and their respective automata is an acknowledged field of current research, cf. for exam-
ple [ELS10], [BKKL10].
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Comparing prefixes by future and past

Now that we developed a notion to compare prefixes according to how promising
they appear, we combine the aspects to form a single relation between finite words,
depending on a given w-language. This is used to formulate a monotonicity restric-
tion for monitor functions as was done in Section 3.3.1 based on the prefix relation.

Definition 3.10 (Future-past relation). For an w-language L C X%, the future-past
relation with respect to L, <p C X* x X*, is a relation on finite words, such that, for
u,v € X, u <g vifand only if

u<fvoru=fv/\u <p 0.

Given L, a monitor function that is monotonic with respect to < (fp-monotonic)
will yield a higher value to more promising words. Desirable is furthermore that it
is accurate and meets our general limit condition for monitors.

The question arises, which languages can be monitored by functions underlying
these restrictions, that is, when does such a monitor exist and how can it be con-
structed. We will define and characterize this class in the following.

Definition 3.11 (Fp-monitorable languages). An w-language L is called fp-monitorable
if there is a monitor for L that is accurate and monotonic with respect to future and past (fp-
monotonic). The class of fp-monitorable languages is denoted by

Kep = {L Cx¥| Elmeimacc(L)vu,UEZ* cu<po=mu) <m(v)}.

Theorem 3.3. The class Ky, is strictly included in the class UGLY of ugly-free languages.

Proof. Let L € K¢, be an fp-monitorable language and m an according monitor. We
proof by contradiction that L cannot have an ugly prefix (cf. Definition 3.3).

Assume there were an ugly prefix u for L. Let a, € u be infinite extensions
of u such that « € L and B ¢ L. Since m is a monitor for L, lim,eom(a(,)) = 1
and lim, o m(B(,)) = 0. That is, for any e-neighbourhood of 1 or 0, respectively,
there are only finitely many members of the prefix-value sequence that are excluded.
Thus, for «

Vex0TneNVisn i 1 — m(‘x(z)) <E&

Consequently, there must be an infinite subsequence
01,02,03,...

of (1), &(2), &(3), ..., such that m(vy) < m(va) < m(v3) < ... . Foro < v =
m(v) < m(v') is equivalent to m(v') < m(v) = v’ < v, the sequence is also strictly
increasing in terms of the relation <j:

0 <p 0 <po3<p....

21



Since u is ugly, neither a good nor a bad prefix can be reached thereafter.
Vweuzs : disty(w) = distg(w) = oo

Particularly, the future aspect of all prefixes of « and B behave the same (f always
evaluates to co — co = 0 after u). Furthermore the past aspect does not depend on
the subtree under u and is therefore also equal for « and 8. Hence,

Vien : m(agy) = m(B))

which violates the convergence property of m and therefore contradicts the assump-
tion that an ugly prefix for L exists. OJ

The future and past aspect operate on Z., and therefore we will make use of a
projection to our intended monitor domain [0,1]. For the following, let

7T :Ne — [0,1]

be a strictly monotonic injection such that 77(0) = 0 and 77(c0) = 1. As an example,
we can imagine the mapping

—1— IN
X 1+ x (x S 0)
and to cover oo, we can use the limit, i.e.
. 1
oo lim1— =1.
X—00 14+x

Theorem 3.4. The intersection of SAFETY and CO-SAFETY is (strictly) included in Kgp.

Proof. Let L € SAFETY N CO-SAFETY. We can define a monitor ms. : £* — [0, 1] for
L by
msc(u) := 7r(exp(f(u)) + m(exp(p(u))) - exp(f(u))) (3.1)

Note that f and p can take values £oo. In that case we want to consider the limit,
for example exp(x) shall yield 0 for x = co. Then m(exp(x) + cexp(y)) yields 1 for
x = oo or y = oo (or both) and 0 for x =y = —c0.

We first verify that mgc is indeed a monitor for L. Let « € L . Since L is co-safe,
« has a good prefix of finite length n. The future of any good prefix u evaluates to
f(u) = disty, (1) — distg(u) = oo — 0 = oo, hence the right hand side of Equation (3.1)
evaluates to 1. Therefore V., : ms.(a()) = 1. Considering any bad prefix v, f(v)
evaluates to f(v) = dist,(v) — distg(v) = 0 — 00 = —oo and therefore (3.1) to 0. For
any w-word 8 ¢ L, there is such a bad prefix of finite length m since L is safe and, by
concluding that V-, : msc(,B(k)) = 0, we see that mg. satisfies our Definition 3.5 of a
monitor with respect to L.
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mse is also accurate since, for u € ¥*,

mse(u) =1 f(u) = oo
& disty (1) = oo (a)
& u is a good prefix for L. (b)

Setting f(u) to oo is the only way to evaluate the monitor value to 1, and that
can only be achieved by rising the distance from u to a bad prefix to infinity. Note,
that no bad prefix is reachable after u, if and only if all infinite extensions of u are
included in L, i.e. u is a good prefix itself, since L is safe (b). L is also co-safe, hence
all of these extensions have good prefixes and distg(1) cannot be infinite, which
yields the if-part of (a). An analogues argument applies for a monitor value of 0.

To see that ms. is monotonic in terms of the definition of K¢, (Definition 3.11) let us
consider two finite words u,v € £* such that u < v and show that mg (1) < mgc(v)
by splitting the following two cases.

1. For f(u) < f(v), we approximate the following subterm of .

exp(f(u)) + 7t(exp(p(u))) - exp(f(u))

The factor 7t can at most be
1, i.e. when p(u) = co.

< exp(f(u)) +1-exp(f(u))

Note that f(u) cannot be
00,

< exp (f(u) +1)

< exp(f(v)) + m(exp(p(v))) - exp(f(0)) fgggh;y(j;f: flu) = f(o) -

Thus, ms(u) is also (strictly) smaller than ms.(v).

2. Let f(u) = f(v). If their value is finite p(u) < p(v) = ms.(u) < ms(v) since
Mg is strictly monotonic in p. Infinite values foo for f evaluate mg. equally to 1 or
0, respectively, regardless of p. Therefore u <; v = mg.(1) < mg.(v) still holds and
Mgc 1S monotonic. ]

Remark. For ¥ = {a, b} we observe witnesses for the following non-empty classes
ax?’ € SAFETY N CO-SAFETY

Ly € SAFETY — CO-SAFETY — Ky,

Ly € CO-SAFETY — SAFETY — Ky,

Ls € K¢ — CO-SAFETY — SAFETY)

a¥ € (Kgp NSAFETY) — CO-SAFETY

a¥ € (K¢, N CO-SAFETY) — SAFETY
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L, € UGLY — SAFETY — CO-SAFETY — Ky,

L, denotes the language L(aa*baX®) (see Figure 3.2). The word 4% is the only
word, that has neither a good nor a bad prefix. Since it is included in L;, the language
is co-safe but not safe and its complement L; is safe but not co-safe. a“ also causes
neither of them to be included in Kg,. Following the prefixes of a“, the future
aspect remains constant whereas the past increases for L, preventing any assumed
(monotonic) monitor from ever decreasing, as it should. For L; the past decreases
and the prefix sequence of 2 gets worse even though the word is included.

The language L3 (see Figure 3.3) strictly separates Kg, from SAFETY and CO-
SAFETY. It is obviously neither safe nor co-safe. Considering the monitor ms., used
to proof Theorem 3.4 we confirm that L3 is indeed included in K¢, by investigating
the only two words that do not have a bad or good prefix: a“ € L3z and b ¢ Ls.
For the the prefix sequence of 4%, the future aspect increases infinitely, causing m to
converge to 1. Along the the prefix sequence of b* € L3, the future aspects decrease
infinitely, causing m to converge to 0. Note, that L3 is not w-regular as can be seen
by a pumping argument.

Switching the membership of a“ and b“ we obtain L, = (L3 — {a“}) U {b¥}.
Using a similar argument to the one for Ly, it is evident, that L, does not belong to
K¢y and is still not safe or co-safe. It is, however, ugly-free. For this class we can also
give w-regular examples, e.g. L5 = L(Oa vV O(b A Xb)).

a b a b

/ /
¥ ¥

w aw

a

Figure 3.2.: Sketch of the language L = L(aa*baZ®) (1) and its complement (r).
Nodes represent finite words, starting at the root with the empty word
A. Appending letter a branches to the left, letter b to the right. Red nodes
indicate bad, blue nodes good prefixes. Note that a“ is not included in
L.

3.3.3. Computing future and past aspects

The aspect functions f and p are essential for the definitions and characterization
we made. Therefore, we give an approach to compute them, using a given language
specification. We restrict here to languages, that can be specified by Biichi automata,

24



Figure 3.3.: Sketch of the language L3 = (aX¥\U,ena"b"Z?) U (U,enb"a"2®).
Note, that b® is not included. Blue and red nodes indicate good and
bad prefixes, respectively. For some prefixes of a¥ and b the future

aspect f is outlined.

/ .’ Ly ax¥

Figure 3.4.: Overview of the relation between K¢, and other classes of w-languages.
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i.e. that are w-regular. Recall, however, that this covers not the whole class (cf.
Figure 3.4).

We keep the framework of automata and construct a Moore machine that out-
puts the future aspect for a given finite input word and a weighted automaton for
computing the past.

In the following, we assume to have the Bz-monitor M = (Q, qo, 4, A) for a prop-
erty L € X% under observation. As we saw in Section 3.2, it can be obtained e.g.
from Biichi automata.

Computing f(u)

For a given w-language L, fg and f, measure the distance of a given finite word
to the closest good and bad continuation, respectively. The Bz-monitor M gives a
verdict for each of its states that is either 1, T or ?. Since we can assume the verdict
accurate (maxims of impartiality and anticipation) and each edge is labeled with
one letter, the distance to the closest state yielding L or T is also the exact minimal
distance in terms of words to a bad respectively good prefix.

For every state g € Q we therefore can do an a priori breadth first search on the
automaton graph of M to obtain the distances dpaq, dgood to the closest bad state g
(i.e. A(gL) = 1) and the closest good state g1 (i.e. A(q7) = T). The distances are
used to define a new labeling function A : Q — Z,

)\]-‘(Q) := dpad (q) - dgood(q)/

where dy,q and dg,04 evaluate to oo if no such state is reachable.

This gives us a Moore machine F = (Q, qo,0,Ar) to keep track of the distances
while new information (letters) arrives.
Computing p(u)

Next we construct a weighted automaton for computing the past aspect. A weighted
automaton is, similar to classical FSMs, a tuple representing a graph augmented
with weight functions over a semiring and a semantics on finite words over a fixed
alphabet.

Definition 3.12 (Weighted automaton [DVKO09, Section 2.1]). A weighted automaton
over a semiring S = (S, ®,®,0,1) and a finite alphabet A is a structure A = (Q, 1, u,7)
where

o Q is the nonempty finite set of states,
o 17 : Q — S is the initial-weight function,
o u:Q XX xQ — Sis the transition-weight function and

o v :Q — Sis the final-weight function.
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The semantics of A is a function [.] : £* — S (a so called formal power series).
Given a word w = wiw>...w, € X*, all possible paths that follow the transition-
weight function y along w are weighted and summed up, i.e

[Al(w):= @B  1(90) © u(qgo, w1, q1) © - .. h(Gu-1,Wn, Gn) © ¥(qn).-
(EIO/---/%)GQ”H

The values of p are integers, therefore we use the semiring (Z,+,-,0,1) for our
purpose.

Now, given the B3-monitor M we construct a weighted automaton P = (Q, 7, i, 7y),
keeping the original set of states Q. Since only the length of a word matters here, we
use an alphabet consisting of only one letter and thus omit to specify it explicitly.

We use the initial-weight function 7 to restrict the considered paths to those be-
ginning with the initial state.

_ )1 itg=qo
1) = {O otherwise
For the past aspects we need to count the exact number of paths of a given length,
regardless of their label. Therefore, the transition-weight function u is set to the
number of edges in § between two states. Note that invalid paths in M will then
contain at least one step weighted 0, hence annihilating the whole path value.

w(g,q):=Hacx|(qa4q)cd}

As p(u) = |Bad(|u|)| — |Good(|u|)|, we can obtain p by summing up each valid path,
weighted with 1, if it ends in a bad state and -1 if it ends in a good state. We do not
count inconclusive states.

1 ifA(g) =1L
1(g) =9 -1 ifA(g) =T
0 ifA(g) =2

From this construction we see, that the semantics of the automaton P is exactly
the difference between the number of good and bad prefixes of the length of the
input word.

Weighted automaton lack, in general, the advantage of iterative processing of an
input word as done by, for example, Moore machines. That is, given a word of w
and the state of the FSM after reading w, it just requires a quick computation (e.g.
a look up in the transition table) to obtain the state after reading the by one letter
extended word wa.

In our case, however, we fortunately can still compute the semantics of the au-
tomaton P inductively, keeping track of some constant additional information.
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b
b ab

— a @:Dab P .

& \%@”

Figure 3.5.: Example of a B3-monitor M (left) and the resulting automata F (top)
and P (bottom). States g are labeled with their output A(g) or their final-
weight y(g), respectively. For the weighted automaton P, edges with
weight more then 0 are shown and accordingly labelled with p.

Let k be the number of states in Q = {qo, ..., qx_1}- The semantics of a weighted
automaton for a word w = wjw, ... w, can be computed using a matrix representa-
tion

[A](w) =710 M(w1) ©...0 M(wn) ©y (3.2)
where 1 and 7,

n=(1(q0) n(q1) ... n(q-1))
v= (@) vi@) - @),

are, respectively, the row vector of all inital-weights and the column vector consisting
of all final-weights. M(w;) is the (Q x Q)-matrix given by M(a),» = u(q,a,9).
Here, © is the matrix operation according to ©.

Since we use only one letter as alphabet, M(w;) is constant, thus

M(wy)®...0 M(w,) = M.

We extend <y to the inital-weight matrix I" of the form

% |00 - 0
vi |1 0 -0
- :

: 0
Ye-1{0 -+ 0 1

where the first line on the right-hand side, consisting of only zeros, is swapped
with the first row i, where 7; # 0. That way all columns are linearly independent
and T is thus invertable in our setting since (Z, +, -,0,1) is a commutative ring.
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Note that this row must exist. Otherwise the Bz-monitor M would have only
inconclusive states and L would thus not be monitorable.

While Equation 3.2 results in a scalar, we obtain a vector by extending <y to the
matrix I'. This can be seen as a constant information overhead that we have to keep
for the iterative process as we have to keep track of the current state for FSMs.

[Alie(w) := o M*l oT.

However, the current (scalar) semantics value of the automaton can be identified
easily as it is always the first entry, i.e.

[A(w) = 7} ([Alie(w)).

We achieve an iterative procedure with a single matrix multiplication per step for
computing [Alit(wa). Let My := I'"!MT be the transition-weight matrix conjugated
with the final-weight matrix. Then

[Alit(wa) =g oM Hor
—poMP orer-'mr
= [Alit(w) © Mr.

3.3.4. Choosing a monitor function

After characterizing the class Ky, of languages for which an fp-monotonic monitor
function exists it is of interest how such a monitor can be obtained explicitly. We
also saw that automata can be used to compute the aspect functions f and p and
will investigate now how to assemble them to obtain a quantitative monitor for w-
regular languages.

Lemma 3.1. Let REGg, = K, NREG,, be the intersection of fp-monotonically monitorable
and w-regular languages. Then REGg, is included in the union of safety and co-safety

languages.
REGg, € SAFETY U CO-SAFETY

Proof. Let L € REGg, be an w-regular language and m an fp-monotonic monitor for
L. We consider the case, where L is not safe and derive that L is necessarily co-safe.
The argumentation applies analogously for the other case, where L is not co-safe.

For L ¢ SAFETY there is an w-word B ¢ L without bad prefix. m has to converge
to 0 for the sequence of prefixes of B and thus, as argued earlier, there must be a
subsequence v1 <p vy <p v3 <[ ... .

The regularity of L yields the existence of a Biichi automaton accepting L and,
using the construction outlined in Section 3.2, the B3-monitor M for L. We observe
that the future aspect f cannot decrease infinitely since the maximal length of any
path in the automaton graph of M is bounded by the (finite) number of states. The
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function f has therefore to become constant after some length / and thus the value
for the past aspect p has to strictly decrease thereafter.

Since the past aspect depends only of the length of the observation, p behaves the
same for all words. If there were a word a € L without good prefix, again, the future
aspect would have to become constant at some point whereas always eventually the
past aspect decreases strictly, preventing the monitor m from approaching to 1. This
contradicts the assumption that such an a exists and L is thus co-safe. O

To choose an appropriate monitor we classify a given language L € Ky, into one
of the cases where L is

1. safe and co-safe,

2. either safe or co-safe and
a) only one type of prefixes (good or bad) exists,

b) both, good and bad prefixes, exist.

Lemma 3.1 verifies that these cases are exhaustive.

For the first case it is easy to check if a language is both, safety and co-safety.
The corresponding Bsz-monitor must be a directed, acyclic graph connected to two
capture states, the one yielding T and the other yielding L. Recall that the proof of
Theorem 3.4 already used an appropriate monitor

mse = 7e(exp(f(u)) + 7t(exp(p(u))) - exp(f(u)))

for all languages of that class.

This monitor is, however, in general not suitable for non-safe or non-co-safe lan-
guages since it evaluates to 1 as soon as no bad prefix is reachable any more. Con-
sider, for example, the language {a“} where f(a) = oo and hence m(a) = 1 even
though a is not a good prefix.

It remains to distinguish between the other two types. If a language provides
no good prefixes or no bad prefixes at all (see Figure 3.6 for an example) it can be
monitored by only considering the past aspects since the future is constantly infinite
(f = £00). Recall that no language in K¢, has an ugly prefix, thus dist, and distg
cannot both be infinite at the same time. A quantitative monitor then is

0 if distg(11) = 0
my(u) = ¢ 1 if disty(u) =0
nt(exp(p(u))) otherwise.

We see that m, respects good /bad prefixes and assures compatibility with the future-
past relation <g, as long, as only one type of conclusive prefix is reachable. Assum-
ing the language is indeed monitorable in terms of Ky, it suffices to check whether
the according B3-monitor only has one conclusive state (i.e yielding either T or L)
in order to see if this monitor is applicable.
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Figure 3.6.: The language £({0a) has only good prefixes and the future aspect stays
thus constantly infinite. The according Bz-monitor thus has just one
conclusive state, which yields T.

To cover the last type of languages (case 2b) we need to examine their structure to
a further extend. Lemma 3.2 provides a structural property for these languages, a
threshold k for the future aspect f.

Lemma 3.2. Let L € REGyg, = K¢, N REG be an w-regular language such that

e a) L ¢ CO-SAFETY or
b) L ¢ SAFETY,

® I, pex+ 1 U isa good, v is a bad prefix for L,
e there is an fp-monotonic monitor m for L.

There is a number k € Z with the following properties:
a) If L ¢ CO-SAFETY,

e for every infinite word o € L, that has no good prefix, f eventually stays constantly
at value k on the according prefix series, i.e. JieNVjeN,j>i * f(a(;)) = k and

o kis the maximal value for f: max;en(f(a())) = k.
b) If L ¢ SAFETY,

e for every infinite word B ¢ L, that has no bad prefix, f eventually stays constantly
at value k on the according prefix series, i.e. JieNVjeN,j>i : f(Bg)) = k and

o kis the minimal value for f: min;en(f(B(;))) = k.

Before giving the proof we clarify how this can be used. The number k repre-
sents the maximum or minimum of the future aspect f. Hence, knowing its value
allows us to decide whether we still have to limit the influence of f to assure fp-
monotonicity or if we can give enough weight to the past p in order to converge on
infinitely inconclusive paths. For safety languages, where k is the maximum of f,

Mo () = {n(exp(f(u))+n<exp<p<u>>>-exp(f(u))) if £(u) <k
(2 exp(f(u)) + exp(p(u))) otherwise
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is fn-monotonic since f completely dominates p in the first case. In the second
case, by the previous lemma, f = k or f = co and stays at either of these values.
The monitor is determined by p without ever falling beyond the values in the first
case (where f is always smaller). For f = fco (only), mg,s evaluates to 1 and 0
respectively. Once reached f =k, p — oo lets the monitor converge to 1. Dually

— ::{”(eXp(f(uD+7f(eXP(P(u)))~e><p(f(u))) if f(u) > K
o nt(exp(p(u)) - exp(f(u))) otherwise

suites the co-safe case. The number k then is the minimum of f and can be estimated
by —oo as soon as it drops down to k, thus allowing m ., gf to converge to O for
p — —oo. On the other hand, the second term’s upper limited is the lower limit of
the first. Therefore the function does not violate the monotonicity in <g,.

Proof of Lemma 3.2. Let F = (0, QU {qT,9.},90,06,A) be the FSM proposed in Sec-
tion 3.3.3, that outputs the value of the future aspect function f. Let g1 and g, be
the two conclusive states, i.e. A(q7) = T and A(q,) = L.

First we will show that no state can have a larger (if L is a safety language) re-
spectively smaller (if L is a co-safety language) label than a state on any circle in
the automaton graph. Thus all states on all circles are labelled maximal or minimal,
respectively. All infinite words without conclusive prefix have to (eventually only)
traverse the states of these circles and hence F outputs eventually only this value
(i.e. k). Secondly, we reason that the label (and thus k) is indeed an integer, i.e. not
Fo0.

1. To see that states on circles have maximal respectively minimal future values f
assume, for L € SAFETY, there are states q1,q> € Q such that g; is part of a circle
and k := A(g1) < A(g2). Consider any finite word u ending in g, (i.e. §*(qo, u) = q2)
and an infinite word & € X%, running through g; infinitely often. Since L is safe,
o € L and m must converge to 1 on the according prefix series «(,). But since
f(u) = A(q2) > f(a;)) = k for infinitely many i such a state g cannot exist. An
analogous argument applies, if L € CO-SAFETY, for a state g5 with A(g5) < A(q1).
Note, as all states of any circle are maximal/minimal, they are in particular equal.

2. Let L € SAFETY. For a state g € Q, an infinite label A(g) = oo means that g,
or (i.e. a bad prefix) is not reachable from g any more. Note that g+ and g, are the
only states that are labelled with T and L, respectively, thus A(g) =?. Assume q is
not reachable, i.e. every word ending in g has no extension to a bad prefix. Since L is
safe, g would already be conclusive and g = g+. Now assume g7 is not reachable. If
the automaton, being in state g, cannot proceed to any circle, each word that led to
q is already a bad prefix and g = q, . Otherwise if there is reachable circle, g+ is also
not reachable from any state q’ on that circle and, as argued earlier, its label must be
maximal, thus A(q") = max,cq(A(q)) = —oo. Considering that g+ and g, are both
reachable at least form gp we have A(qp) > —oo, contradicting the maximality of
circle nodes. Again, the prove is analogous for L € CO-SAFETY, exchanging —oo/c0
and T/L. O
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L € SAFETY N CO-SAFETY L € SAFETY

Check M for other circles no
then loops on conclusive Check if L equals its
states. closure: L = safe(L).
V \Xis
3 bad prefix for L 3 good prefix for L
Check M for a Check M for a
yes bad state g | good state g
with A(g,) = L. with A(g7) =T.
yes no no yes
Mg Mco-safe Mp Msafe

Figure 3.7.: Procedure to choosing a monitor function. To decide if L is safe, it is
possible to compare L to its closure safe(L) [AS87].
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4. Conclusions

We discussed runtime verification with approaches from the literature to observe
systems and check the current run for conformance to given properties. Popular
classes of properties were presented. The discrepancy between specification in terms
of infinite words and the fact that only finite prefixes are observable led to different
semantics of specification languages like LTL and the necessity for extended domains
of monitor verdicts. Monitors are devices that assess the run of a system regarding
a certain requirement. For a three valued truth domain, consisting of true, false
and inconclusive, a finite state machine can be constructed to function as monitor.
To distinguish inconclusive prefixes to a further extend we proposed to use the
continuous interval [0, 1] as quantitative verdict.

Continuous monitors must meet a limit requirement, that is, for any word ful-
filling or violating a property they must converge to 1 or 0, respectively, on the
according prefix series.

Further restrictions result in different classes of monitorable languages. Prefix
monotonic monitors are applicable for the union of SAFETY and CO-SAFETY, ad-
ditionally requiring accuracy yields the intersection. However, we saw, that these
monitors do not make use of the extended domain but will only use one constant
value for all inconclusive prefixes.

Future and past aspects were introduced to rate prefixes with regard to a language.
The future considers the distance to the closest good an bad prefix, the past counts
missed chances to satisfy and avoided failures to violate a property.

A language is fp-monitorable if it has a continuous monitor that is also monotonic
in terms of the future-past relation. In other words the monitor always yields a
higher value for prefixes that are “more promising” in terms of their future and past
aspects. Every fp-monitorable languages is ugly-free. Every language that is safe or
co-safe and w-regular is fp-monitorable.

We saw that we can construct a Moore machine from a property specification to
compute the future aspect and a weighted automaton to compute the past. Also, a
procedure to choose a monitor for a given specification was presented.

* X ¥

The idea of quantitative judgement over prefixes of infinite words appears natural
and was the initial motivation. The difficulty lies in the comparison of prefixes. We
studied one particular approach. It remains to investigate other criteria than the here
proposed future and past aspects to relate prefixes. Additionally, we required global
monotonicity for our functions, i.e. a monitor verdict is absolute and comparable to
every other verdict of any other prefix. It might be possible to relax this requirement

34



in the way, that monotonicity must only be accomplished locally on a prefix series
but not between prefixes of different runs.

The relation of function characteristics in general and known classes of languages
can be of further interest. One might think of an exact characterization of known
classes in terms of monitor restrictions.

Finally, the question for applications cannot be avoided. Qualitative assessment of
runs could find application in the mentioned self-managing systems, e.g. to decide
to be more careful with following actions or to abort a risky operation. Here, again,
it remains a challenge to find a reasonable way to assess and relate incomplete traces.
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A. Linear Temporal Logic

Definition A.1 (LTL formulas). The set of linear temporal logic formulas over a finite
alphabtet X is denoted by LTL and given by the following grammar:

pu=True| @9 AN ¢ |Xp|oUgla (acX)

Definition A.2 (Boolean semantics of LTL formulas). Let the Boolean semantics of LTL
formulas over a finite alphabet . be the mapping

[.]: LTL = (=¥ — {L,T}).

For a word w € X, a letter a € X and formulas ¢,y € LTL, the semantics is defined
inductively by

[True](w) =T
[a](w) =T iff a=w
[pl(w) =L iff [el(w)# T
[—¢l(w) =T iff [el(w)=L
[Xel(w) =T iff [pl(w®)=T
[p Agl(w) =T iff. [ol(w) =T and [p}(w) =T
[o Uyl(w) =T iff. Jjew: [¥)(w!)) =T and

For formulas ¢, 3 € LTL, the following abbreviations may also be used.

False := —True

¢V = (g Ay)
Og = True U ¢ (i.e. “eventually”)
Og := =0—g (i.e. “globally”)
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